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contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
[mapping (address => uint) public balance;| AE2Xe| A= BE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
[mapping (address => uint) public balance;| AE2Xe| A= BE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

: : : N
Ifunctlon transfer (address to, uint value) pub11c| é;%%

returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
|mapping (address => uint) public balance;l A|‘—C9>—X|-_Q| 7:||ZE|- QE
uint public totalsSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

: : : N
Ifunct1on transfer (address to, uint value) pub11c| é;%%

returns (bool) { ~
Irequire (balance[msg.sender] >= value);l %}317f‘§§5%6+?ﬂ
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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contract Netkoin {
[mapping (address => uint) public balance;| AE2Xe| A= BE
uint public totalsupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;
}

: . : A
Ifunct1on transfer (address to, uint value) pub11c| 'é;%%

returns (bool) {

|require (balancel[msg.sender] >= value);l A7 =26HH
S
o

alancelmsg.sender] -= value; 71EHEE |
balance[to] += value; = =

return true;

function burn (uint value) public returns (bool) {
require (balancelmsg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;
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Smart contract relations in e-commerce: legal implications of exchanges
conducted on the blockchain
PA Ryan - Technology Innovation Management Review, 2017 - opus.lib.uts.edu.au

.. This article will apply Macaulay’s behavioural analysis of business exchanges to smart ...
Once the management of performance of a smart contract is explained and understood, it is ...
Yo ME U9 olg 733 Q8 W EEXE FHA 1174 MAE 9

Defining smart contract defects on ethereum
J Chen, X Xia, D Lo, J Grundy, X Luo... - IEEE Transactions on ..., 2020 - ieeexplore.ieee.org

.. contract defects in 587 real world smart contract and publicly released our dataset. Finally,
we summarized 5 impacts caused by contract ... studies on smart contract analysis and testing, ...

Yo xE g9ol8 s180lg masaxE Al 147le] B

A study of inequality in the ethereum smart contract ecosystem
BC Gupta, SK Shukla - 2019 Sixth International Conference on ..., 2019 - ieeexplore.ieee.org

.. To tackle the problem of finding the smart contract addresses, we ... find whether address
contained a smart contract or not. Listing ... Next we move our analysis to the contract creation trans...
w ME DY Qg 53 lg o staxtz




Since 2016, more than 100 tools have been developed
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Table 6.1: Identified security analysis to

Table 6.1: Identified security analysis

tools

continued from previous page

PS
Ref.

Tool Name
or Identifier

Publ.
Date

Open

Short Description

Source

Mapped SLRs, Surveys
and SmartBugs [268]

0]

Syrup

2020-05

v

sas  super-optimization of smart contracts,
ed on symbolic execution and Max-SMT en-
coding, which finds bytecode blocks with mini-
mal gas cost

[141]

[164]

teEther

2019-02

Automated vulnerability detection and exploit
generation on smart contract bytecode, based
on CFG generation, symbolic execution and
SMT solving

[141, 160, 296, 304,
49, 74, 81, 145, 157,
229, 331]

Table 6.1: Identified security analysis tos  Table 6.1: Identified security analysis to _T2ble 6.1: Identified security analysis toc _ Table 6.1: Identified security analysis t¢_Table 6.1: Identified security analysis tc Table 6.1: Identified security analysis t¢
PS  Tool Name PabL. PS  Tool Name PabL. PS  Tool Name Publ. PS  Tool Name Publ. PS  Tool Name Publ. PS  Tool Name Publ.
Ref. or Identifier Date Ref. or Identifier Date Ref. or Identifier Date Ref. or Identifier Date Ref. or Identifier Date Ref. or Identifier Date
Comparable vector [114] Echidna 2020-01 + EVM “Memory” _
3] encoding and 2021- a [166)* 2020-09 [25]  Gazfuzzer 2020-05 216] NP CHECKE . .
[143] ding 2021-01 Modeling [316] NPCHECKER 2019-10 N/A Remix-IDE 2014-11
o I [119] Echidna-Parade 2021-07 192 EVM* 201902
0] (tUTIS_hC)hcnko [111) Gigahorse 2019-01
; ; 360] Erays 2018-10 et al.’s, . . D018
N/A 2021-03 (115] F* BEVM 2018-04 N/A  Octopus 2018-10 8] Sareva 2019-07
m
semantic
N/A  Ethereum) 2016-09 [35]  Ethainter 2020-04 9] (Bhargavan
Contract Analyz 20] et al.’s) 2016-10 NNSCValDetoc 0
ontract Analyzer e eation [361] GNNSCVulDetector 202006 [207] Osiris 201800 1358] Sasc 201802
[153, o
g01]  ContractFuzzer 2018-08 (98] ETHBMC 2020-04
[187] FaIRCON 2020-05 [44]  sCompile 2019-11
1o ContractGuard . 329, [191] Oyente 2016-01
1641°  GuardStrike) 2018-06 [183] Ether* (S-GRaM) 2018-09 Spo)  HARVEY / Brax 2018-08
[321] 2020-03 [345] SCREPAIR 2019-12
. X [208] HONEYBADGER 2019-02 510 .
(318] ContractGuard 2010-10 [24]  Etherolic 2020-03 [23]* PASO 2019-09
s
277]* FSMC 2019-05 38
(277 . [;T Hydra 2017-11
. (302,
[82] ContractLarva 2019-08 D Sthersplay -05 198, o o E Securify 2018-09
[82] ontractLarva N/A Ethersplay 2018-05 E'w FSolidM / [47)  Payoff analyzer 2018-04 301] \
2;){1. VeriSolid 2017-10
[128] ContractMut 2020-03 213] (132 ILF 2010-11
[, 2018-05
[129]* ContractVis 2019-07 116] N
Petri Nets based [341] Seraph 2020-06
FsPvM-E / FEther 2018-07 (137, Isabelle/HOL 2017-03 secure smart 2020-01
[ BehiR 2020.05 18] based framework § contract
[317] ContractWard 2020-01 : 2020-08 generation
[4]  Javaprry 2018-07 RA
[314, ContraMaster / 2019-05 _ [53]  GasChecker 2020-03 [58]* (Reentrancy 2020-02 [240]® Sereum 2018-12
315) [22")4] eThor 2020-10 Analyzer)
Convolutional 58
(144 onvotutiona 201807 [136] KEVM 2019-07
7 Rattl 2018-08 .
N (352 EruPrort 2020-02 [7 Gasor 2020-02 attle [27]*  Servors 2018-04
[65]* DappGuard 2017-05 ,[‘27‘ KEVM Verifier 2018-10
[211] verification with 2019-10
162] ETHRACER 2018-08 5 Jasper 2017- 215 sFuz 202
[162] [54] Gasper 2017-02 [154] KSolidity 2019-07 Reentrancy [215] sFuzz 2020-06
247 4. " 2018-07
[51]  DefectChecker 2021-01 detection
15] o7 [56] GasReducer 2018-05 o
a5] 2010-07 [280] [LSTA! Machine 2018-11
[218] 2018-01 § . [182] ReGuard 2018-05
o] - [328] EthScope 2020-10 [228] SIF 2010-00
[11]  Gastap 19-10 S
[120] ECFChecker 2017-10 [112] MadMax 2018-09 [149] RegularMutator 2020-09

continued on next page

Additional primary study (PS) identifi

continued on next page

*: Additional primary study (PS)

identi

* Additional primary study (PS) identif
continued on next page

*. Additional primary study (PS) identi
continued on next page

*: Additional primary study

continued on next page

(PS) identi

[142)

Transaction-based
analysis with

LSTM network

2021-03

Transaction-based classification of Ethereum
smart contracts for anomaly detection and mali-
cious contract identification, using a long short-
term memory (LSTM) network machine learn-
ing approach

(36]

Vandal

2016-08

Smart contract bytecode security analysis
framework for vulnerability detection, based on
semantic logic relation conversion, CFG and
y user generated security spec-
ifications and vulnerability queries

[141, 160, 296, 15,
9, 74, 81, 105, 157,
189, 229, 233, 246,
253]

[270]

VeriSmart

2020-04

Arithmetic safety verification for Solidity smart
contracts, i i
automatically inferring transaction invariants,
providing safety property guarantees, such as
freedom from integer overflow

[141, 160, 296]

[140]*

Vertigo

2019-08

Mutation testing framework for Solidity smart
contracts and Truffle, implementing a range of
mutation operators

[231)

VerX

2020-05

Automatic verification to prove functional prop-
erties and temporal safety properties, based
on reachability checking, code instrumentation,
mbolic execution and delayed predicate ab-
traction

https://verx.ch/

[141, 304]

[266)

Visualgas

2018-11

Jas cost anal for Solidity smart
tracts, based on AST generation, fuzz testing
and transaction trace analysis to support gas-

efficient smart contract development

con-

[236)

VulDeeSmart Contract

2020-01

Reentrancy vulnerability detection in Solidity
smart contracts, based on an extension of the
VulDeePecker framework implementing the bidi-
rectional long-short term memory with atten-
tion mechanism (BLSTM-ATT) deep learning
approac!

PS  Tool Name Publ. PS  Tool Name Publ.
Ref. or Identifier Date Ref. or Identifier Date
(52  Sopa 2020-03
[88]  Slither 2018-10
T . 6]  SolAnalyser 2019-12
146] Zman Contract 2020-01 (6] y
nalyzer
Smart contract (L1 and Long's)
y modeling and . i [174] ¢ and bongs 2019-02
2l behavior 2018:02 SoLar
verification
ng{ SOLC-VERIFY 2019-07
« SmartAnvil / .
180" SimartShackie 201812
N/A  Solgraph 2016-07
N/A  Solhint 2017-10
[02]  SmartBugs 2019-10 [180] SoliAudit 2019-01
[197] Solicitous 2020-03
[107]  SolidiFL 2020-05
[205] SmartCheck 2018-05
100, [22]* Solidifier 2020-02
}gj SmartEmbed 2019-05
103]
(3] SolidiKeY 2020-05
[32]* SmartInspect 2018-08
(349]* SolidityCheck 2019-11
[90]*  SmarTSCOPY / 2019-03
[91]  Sorar 2019-02 [134] SolMet 2018-08
[356] SMARTSHIELD 2020-02 [173] Solythesis 2020-02
SMT-based .
07 erification 2018-10 [176]  STax 2020-12

*: Additional primary study (PS) ident
continued on next page

*: Additional primary study (PS) identif

continued on next page

[156]°

Zeus

2018-02

X

Smart contract security verification framework
and vulnerability detection, based on Solidity to
LLVM translation, abstract interpretation and
symbolic model checking via constrained horn
clauses

[141, 160, 267, 296,
304, 15, 14, 49, 74,
81, 105, 145, 157,
203, 206, 229, 233,
246, 253

TOTALS 140

83

>0: 101, 0: 39

*: Additional primary study (PS) identi

— continued on next page

*: Additional primary study

identified during data extraction. v: See table 6.2 for open source information
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Images captured from:
Systematic Review of Ethereurn Smart Contract Security Vulnerabilities, Analysis Methods and Tools (Heidelinde Rameder’'s BSc Thesis, 2021)

A study of inequality in the ethereum smart contract ecosystem
BC Gupta, SK Shukla - 2019 Sixth International Conference on ..., 2019 - ieeexplore.ieee.org

... To tackle the problem of finding the smart contract addresses, we ... find whether address
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A $50 Million Hack Just Showed
That the DAO Was All Too Human

65042 (2016)
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A $5 BatchOverflow Exploit Creates Trillions of
That Ethereum Tokens, Major Exchanges Halt
ERCZO Deposﬂs
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A $5 BatchOverflow Exploit Creates Trillions of
That Ethereu DIGITAL HEIST —

erc2o [ Really stupid “smart contract” bug let
650245 ... ... hackers steal $31 million in digital coin

xl_'l —E— I'I_'Il Company says it has contacted the hacker in an attempt to recover the funds. Good luck.
DAN GOODIN - 12/2/2021, 8:41 AM

~40094# (2021)
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A $5 BatchOverflow Exploit Creates Trillions of
That Etherey 2™ 757~

ERC20 | Really Sfanir'l “ermmart rantrart” hiio lat
W JESSE COGHLAN APR 25, 2022
650215 - .. hackers

| D5HE AkuDreams dev team locks up $33M due to

ol =~ Company says itk

DAN GOODIN - 12/2/2021, | smart contraCt bug

Lol

~4OOo.| _cr)__l A highly anticipated NFT project has been hit with an exploit and a smart contract bug, causing a
L disruption to its auction and leaving the team with $33 million unable to be accessed.

~4309& (2022)
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(CVE-2018-10376)

0xd6a09bdb29e1eafa92a30373c44b09e2e2e0651e [

Contract 0x55f93985431fc9304077687a35a1ba103dc1e081 (SmartMesh: Token Sale) @ (L]

» From Oxdf31a499a5a8358... To 0xdf31a499a5a8358...For
65,133,050,195,990,400,000,000,000,000,000,000,000,000,000,000,000,000,000,000.891004451135422463
($223,066,504,429,629,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN SmartMesh (SMT)

» From Oxdf31a499a5a8358... To 0xd6a09bdb29e1ea... For
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473
($173,496,170,111,934,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN SmartMesh (SMT)

https://etherscan.io/tx/0Ox|abab4c8db9a30e703114528e3 1 deel29a3a758f7f8abc3b6494aad3d304e43f
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(CVE-2018-10376)

0xd6a09bdb29e1eafa92a30373c44b09e2e2e0651e [

Contract 0x55f93985431fc9304077687a3! 2 X 1059 _C1>|;_| sh: Token Sale) @ ([

» From Oxdf31a499a5a8358... To Oxdf31a49y538358 .For

,65,133,050,195,990.400,000,000,000,000,000,000,000,000,000,000,000,000,000,000,891004451135422463
($223/066 504 429 6291 000 000 000 000} 000 000 000 VOOO 000'000 000 000 000 000\00) jf"‘ SmartMesh (SMT)

» From 0xdf31a499a5a8358... To Oxd6a09bdb29e1ea... For
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461994217473
($173,496,170,111,934,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) AN SmartMesh (SMT)

https://etherscan.io/tx/0Ox|abab4c8db9a30e703114528e3 1 deel29a3a758f7f8abc3b6494aad3d304e43f
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)
3 revert () ;
4 if (balance[to] + value < balance[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;
7 balance[to] += value;
8 balance[msg.sender] += fee;
9 balancel[from] -= value + fee;
return true;

—
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function transferProxy (address from, address to,

value, uint fee) public returns (bool) {

0= =7t

artMesh A2 (2018)

x|OFX
o =

=| 2

if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;

<{ 21
O

return true;

uint
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns rEELHL_ fEHﬂiijw

2 if (balance[from] < fee + value)|=_ 7} =25 H|2

3 revert () ; _

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee; %l =1

9 balancel[from] -= value + fee;

10 return true;

e
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—



1

O OO0 ~J O U1 = W D

p—
_ O

s

H}

Sm

T QHEER (mteger overflow) F

OjHoR 3

— L

OI

= KA
—

function transferProxy (address from,

value, uint fee) public returns Hij=
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artMesh A2 (2018)

address to, uint

if (balance[from] < fee + value)|=
revert () ;

7t =X A3

ra+o| Sl

1f (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance
balance
balance

[ to] += value;
' msg.sender ]
 from] -= val

+= fee;
ue + fee;

<% 21
O

return true;
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1 function transferProxy (address from, address to, uint
value, uint fee) public returns HLj= Al2to| &t7

2 if (balance[from] < fee + value)|=_ R E

3 revert () ;

4 if (balancel[to] + value < balancel[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])

6 revert () ;

7 balancel[to] += value; A

8 balance[msg.sender] += fee; % =1 CHEER
9 balancel[from], -= value + fee; AN=

10 return true;
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function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value)
revert () ;
if (balance[to] + value < balance[to] ||
balance[msg.sender] + fee < balance[msg.sender])
revert () ;
balance[to] += value;
balance[msg.sender] += fee;
balancel[from] -= value + fee;
return true;




SmartMesh Alg{| (2018)

balance[from] = balance[to] = balance[msg.sender] = 0

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balancel[from] -= value + fee;

10 return true;

e
p—
—
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balance[from] = balance[to] = balance[msg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffrfrfrfrfrfrfrfrfrffrffrrfrfrfrfrfrere
fee : 7000000000000000000000000000000000000000000000000000000000000001

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 i1f (balance[from] < fee + value)

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balancel[from] -= value + fee;

10 return true;

e
p—
—
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balance[from] = balance[to] = balance[msg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffrfrfrfrfrfrfrfrfrffrffrrfrfrfrfrfrere
fee : 7000000000000000000000000000000000000000000000000000000000000001

1 function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
if (balancel[from] < fee + value 0]

2

3 revert () ;

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert () ;

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balancel[from] -= value + fee;

10 return true;

e
p—
—
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balance[from] = balance[to] = balance[msg.sender] = 0
value: STFffffffffffffffffffffffffffffffffffffffffffffffffffffffffffees

fee

1

O OO0 ~J O U1 = W D

p—
_ O

: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'hk@%%balance[from] < fee + value Ol

revert () ;

if (balance[to] + value < balance[to] ||

balance[msg.sender] + fee < balance[msg.sender])

revert () ;

balance[to] += value;

balance[msg.sender] += fee;

balancel[from] -= value + fee;

return true;
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balance[from] = balance[to] = balance[msg.sender] = 0
value: STFffffffffffffffffffffffffffffffffffffffffffffffffffffffffffees

fee
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: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'hk@%%balance[from] < fee + value Ol

revert () ;

-mk3%4balance[to] + value < balancel[to] ||

balance[msg.sender] + fee < balance[msg.sender])
revert () ;

balance[to] += value;

balance[msg.sender] += fee;

balancel[from] -= value + fee;

return true;
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balance[from] = balance[to] = balance[msg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffrfrfrfrfrfrfrfrfrffrffrrfrfrfrfrfrere
: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'hk@%%balance[from] < fee + value Ol

re

vert () ;

fébe:F4

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||
balance[msg.sender] + fee < balance[msg.sender])

vert ();

nce[to] += value; = Bfffff-ff
ncelmsg.sender] += fee;
ncelfrom] -= value + fee;
rn true;




fee

O OO0 ~J O U1 = W D

p—
_ O

SmartMesh Alg{| (2018)

balance[from] = balance[to] = balance[msg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffrfrfrfrfrfrfrfrfrffrffrrfrfrfrfrfrere
: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value, uint fee) public returns (bool) {
'hk@%%balance[from] < fee + value Ol

re

vert () ;

fébe:F4

re
bala
bala
bala

retu

balance[to] + value < balancelto] ||
balance[msg.sender] + fee < balance[msg.sender])

vert ();

nce[to] += value; { SFFFff---ff
- (

nce[msg.sender] += fee; = /0000

ncelfrom] -= value + fee;

rn true;




fee

O OO0 ~J O U1 = W D

p—
_ O

SmartMesh Alg{| (2018)

balance[from] = balance[to] = balance[msg.sender] = 0

value: 8fffffffffffffffffrfrffrffrffffrfrfrfrfrfrfrfrfrffrffrrfrfrfrfrfrere
: 7/000000000000000000000000000000000000000000000000000000000000001

function transferProxy (address from, address to, uint

value ,

uint fee) public returns (bool) {
%% 0]

'hk@%%balance[from] < fee + value

revert () ;

-mk3%4balance[to] + value < balancel[to] ||

balance[msg.sender] + fee < balance[msg.sender])

revert () ;
balance[to] += value;
balance[msg.sender] +=
balance

fee: = 700--00
[ from] -= value + feéTL_:{Ei:

return true;

SFFff. - ff
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AOIE ZERE X5 =48 712

+ VeriSmart (IEEE S&P 2020): 2F AS7| (HX 24)
+ SmarTest (USENIX Security 2021): 2L5F AE7| (38 =4)

» SmartFix (in progress): 27 87|

» proved

- [
2

unsafe smart contract
(w/ safety property)

=

safe smart contract

%
o4

4

10
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VeriSmart: @5

contract SocialChain {

uint totalSupply;
mapping (address=>uint) balance;
mapping (address=>mapping (address=>uint)) allowance;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance [msg.sender] = initialSupply;

}

function transfer (address to, uint value)
public returns (bool) {
require (balance[msg.sender] >= value);
balance [msg.sender] -= value;
balance[to] += value;
return true;

}

function approve (address spender, uint value)
public returns (bool) {
allowance [msg.sender] [spender] = value;
return true;

}

function transferFrom (address from, address to,
uint value) public returns (bool) {
require (balance[from] >= value);
require (balance[to] + value > balance[to]);
require (allowance[from] [msg.sender] >= value);
balance[from] -= value;
balance[to] += value;
allowance[from] [msg.sender] += value;
return true;

HE7

11
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VeriSmart:

contract SocialChain {
uint totalSupply;
mapping (address=>uint) balance;
mapping (address=>mapping (address=>uint) )

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance [msg.sender] = initialSupply;

}

allowance;

function transfer (address to, uint value)

public returns (bool) {
require (balance[msg.sender] >= value);
balance [msg.sender] -= value;
balance[to] += value; Safe
return true;

}

function approve (address spender, uint value)

public returns (bool) {
allowance [msg.sender] [spender] = value;
return true;

}

function transferFrom (address from, address

uint value) public returns (bool) {
require (balance[from] >= value);
require (balance[to] + value > balance]
require (allowance[from] [msg.sender] >
balance[from] -= value;
balance[to] += value; Safe
allowance[from] [msg.sender] += value;
return true;

o]);
value) ;

VeriSmart Output

11
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* Verifiers
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&

Y

Our Approach

Using Solidity’s %‘/
SMTChecker 4

Leonardo Alt
Ethereum Foundation

SMT Checker Zeus



1

O OO0 1 O U1 v W DN

p—
_ O

J1E XS =4 712 e (1)

-l

@F AE7|(e.g., Mythril, Osiris, Oyente): =X|= F24H0| &4

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balance[from] < fee + value}&l OsiristF Z1= 7Hs
revert () ;
if (balance[to] + value < balancel[to] ||
balance[msg.sender] + fee < balancel[msg.sender])
revert () ;
balance[to] += value;
balancel[msg.sender] += fee;
balance[from] -= value + fee;

return true;

CVE-2018-10376

13
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AE7](e.g., Mythril, Osiris, Oyente): EX|= FE0| =X

function multipleTransfer (address[] to, uint value) {

3

require(value * to.length > 0);
require(balances[msg.sender] >= value * to.length);

balances[msg.sender] -= value x* to.length;‘A
for (uint i = @; i < to.length; ++i) {

balances[to[i]] += value; AO[ AR H|XSE @F
} O|X|2t A& Z & Auj

return true;

CVE-2018-14006

14
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. @F AS7|(SMTChecker, Zeus):

O'|T|7:IE -D'.E-XH

balance[msg.sender] -= value _
balance[to] += value; %3"-?—' %'E (Fa|se a|arm)

balance[msg.sender] -= value _
totalSupply -= value; <{6'|-?—| BH (False alarm)

1 contract Netkoin {

2 mapping (address => uint) public balance;
3 uint public totalSupply;

4

5 constructor (uint initialSupply) {

6 totalSupply = initialSupply;

7 balance[msg.sender] = totalSupply;

8 3

9

10 function transfer (address to, uint value) public
11 returns (bool) {

12 require (balancel[msg.sender] >= value);
13

14

15 return true;

16 }

17

18 function burn (uint value) public returns (bool) {
19 require (balancel[msg.sender] >= value);
20

21

22 return true;

23 }

24 %}

15
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CVE-2018-10376

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balancel[from] < fee + value)
revert();
if (balance[to] + value
balance[msg.sender] +
revert();
balance[to] += value;
balance[msg.sender] +=
balance[from] -= value
return true;

CVE-2018-14006

function multipleTransfer (address[] to,
require(value * to.le

require(balances[msg.

balances[msg.sender] -

for (uint i = 0; 1 < t

balances[to[i]] +=

3

return true;

3

uint value) {
value * to.length);

* to.length;
th; ++i) {

==

contract Netkoin {

mapping (address => uint) public balance;
uint public totalSupply;

pply) {
initialSuppl¥
g.sender] = totalSup

constructor (uin
totalSuppl

Y5

functi@n transfer (address to&‘
returfis (bool) { a
reqgire (balancelgn >= val@e

ince[msg.sen g‘ alue;
nce[il e

require (.
balance[msg. s€ ue;
totalSupply -= value;

return true;

alue) public

)

16
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VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID Name LOC  #Q | gamzrm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE |#Alarm #FP CVE [#Alarm #FP CVE
#I  2018-10299 BEC 299 6 2 0 VvV 0 0 X I 0o A 2 0 vV 0 0 X
#2  2018-10376 SMT 294 22 13 0 e 1 0 v 2 0 X 1 0 X timeout (> 3 days)
#3  2018-10468 UET 146 27 14 0o v 9 0o X 8 0o v 5 0o Vv 0 0o X
#4  2018-10706 SCA 404 48 33 0o v 9 0 X 4 0o A 2 0 X internal error
#5 2018-11239 HXG 102 11 7 0o v 6 0o v 2 0 X 3 0o v 2 0o v
#6 2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 v 5 0 v 3 0 v
#7  2018-11429 ATL 165 9 4 0o v 3 0o v 2 0o A 0 0o X 0 0o X
#8  2018-11446 GRX 434 39 24 2/ 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EETHER 146 10 5 0o v 4 0o v 2 0o A 2 0o v 0 0o X
#10 2018-11687 BTCR 99 20 4 0 v 2 0 v 2 0 A 3 2 X 0 0 X
#11 2018-12070 SEC 269 40 8 0o v 6 0o v 4 0 X 3 1 X 0 0o X
#12 2018-12230 RMC 161 9 5 0 v 3 0 Ve 5 0 v 0 0 X 0 0 X
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0o v 0 0o X 0 0 X 0 0o X 0 0o X
#15 2018-13127 DSPX 238 6 4 0 v 3 0 v 3 0 A 1 0 X 0 0 X
#16 2018-13128 ETY 193 10 4 0o v 3 0o Vv 3 0o A 0 0o X 0 0o X
#17 2018-13129 SPX 276 9 6 0o v 5 0o v 3 0o A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 3 0o v 0 0 X 0 0 X 0 0o x internal error
#19 2018-13132 Spadelco 403 9 6 0o v 0 0o X 0 0 X 0 0 X internal error
#20 2018-13144 PDX 103 5 2 0o v 2 1 v 2 1 v internal error 0 0 X
#21 2018-13189 UNLB 335 4 3 0o v 2 0o v 3 0o v 1 0o X 0 0o X
#22 2018-13202 MyBO 183 17 11 0o v 5 0o v 3 0 X 1 0o x internal error
#23 2018-13208 MoneyTree 171 17 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#24 2018-13220 MAVCash 171 15 10 0o v 4 0o Vv 2 0 X 1 0o X 0 0o X
#25 2018-13221 XT 186 15 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#26 2018-13225 MyYLCToken 181 17 11 0o v 5 0o Vv 6 0 X 0 0o X 0 0o X
#27 2018-13227 MCN 172 17 10 0 v 4 0 v 2 0 X 2 0 X 0 0 X
#28 2018-13228 CNX 171 17 10 0o v 4 0o Vv 2 0 X 2 0o X 0 0o X
#29 2018-13230 DSN 171 17 10 0o v 4 0o v 2 0 X 2 0 X 0 0o X
#30 2018-13325 GROW 176 12 2 0o v 4 2 Vv 1 1 X 0 0o X 0 0o X
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0o v 2 | 2 1 v 0 0o X 0 0o X
#33 2018-13493 DaddyToken 344 40 22 0o v 8 0o X 2 0 X 3 0 X internal error
#34 2018-13533 ALUXToken 191 23 13 0o v 8 0o Vv 2 0o v 1 0o X 1 0o X
#35 2018-13625 Krown 271 22 9 0o v 1 0o X 3 0o v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0o v 6 | 3 1 v 1 0o X 0 0o X
#37 2018-13695 CTest7 301 17 8 0o v 0 0o X 0 0 X 0 0o X 0 0o X
#38 2018-13698 Play2LivePromo 131 8 7 0o v 7 0o Vv 7 0o v 5 0o X 5 0o X
#39 2018-13703 CERB_Coin 262 17 8 0o v 5 0o Vv 2 0 X 2 1 X 0 0o X
#40 2018-13722 HYIPToken 410 8 3 0o v 2 0o v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 3 0 v 2 0 v 2 0 v 0 0 X 0 0 X
#42 2018-13778 CGCToken 224 13 6 0o v 4 0o Vv 4 0o v 1 0o X 1 0o X
#43 2018-13779 YLCToken 180 17 11 0o v 5 0o Vv 6 0o v 0 0o X 0 0o X
#44 2018-13782 ENTR 171 17 10 0o v 4 0o v 2 0o v 2 0o X 0 0o X
#45 2018-13783 JiucaiToken 271 19 11 0o v 6 0o v 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 7 0o v 5 0o X 3 0o A 3 | timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0o Vv 4 0o X 3 0o A 3 0o v 0 0o X
#48 2018-14002 MP3 83 12 4 0o v 2 0o X 2 0o A 2 1 X timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0o v 3 0o X 2 0o A 3 0o v 1 0o X
#50 2018-14004 GLB 299 40 8 0o v 5 0o v 1 0o A 0 0o X 0 0o X
#51 2018-14005 Xmc 255 29 11 0o v 8 0o v 1 0o A 3 0o A 0 0o X
#52 2018-14006 NGT 249 27 13 0o v 1 0o X 5 0o A 0 0o X timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0o v 1 0o v 1 0o v 4 2/ 0 0o X
#54 2018-14084 MKCB 273 17 10 0o v 5 0o v 4 0 X 2 0o X 1 0o X
#55 2018-14086 SCO 107 16 14 0o v 7 2/ 5 2 X 0 0o X 0 0o X
#56 2018-14087 EUC 174 15 7 0o v 4 0o X 4 0 X 0 0o X 0 0o X
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 v 12 0 v 5 0 v 14 0 v 0 0 X
#58 2018-14576 SunContract 194 12 4 0o v 1 0o v 0 0 X 0 0o X 0 0o X
#59 2018-17050 Al 141 8 3 0o v 1 0o v 1 0o v 0 0o X 0 0o X
#60 2018-18665 NXX 79 7 5 0o v 4 0o v 4 0o v 0 0o X 0 0o X
V58 v 41 V20 v 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
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VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 209 6 2 0 / 0 0 X T 0 A 2 0 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 v 0o 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 2 0 v
#6  2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 5 0 v 30 v
#7  2018-11429 ATL 165 9 4 0 v 30 v 2 0 A 0o 0 X 0o 0 X
#8  2018-11446 GRX 434 39 24 2 v 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EETHER 146 10 5 0 v 4 0 v 2 0 A 2 0 v 0o 0 X
#10 2018-11687 BTCR 99 20 4 0 v 2 0 v 2 0 A 3 2 X 0o 0 X
#11 2018-12070 SEC 269 40 8 0 v 6 0 4 0 X 3 1 X 0o 0 X
#12 2018-12230 RMC 161 9 5 0 v 30 v 5 0 v 0o 0 X 0o 0 X
#13 2018-13113 ETT 142 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#14 2018-13126 MoxyOnePresale 301 5 30 0 0 X 0 0 X 0o 0 X 0o 0 X
#15 2018-13127 DSPX 238 6 4 0 v 30 v 30 A 1 0 X 0o 0 X
#16 2018-13128 ETY 193 10 4 0 v 30 30 A 0o 0 X 0o 0 X
#17 2018-13129 SPX 276 9 6 0 v 5 0 v 3 0 A 1 0 X internal error
#18 2018-13131 SpadePreSale 312 4 3 0o v 0 0 x 0 0 X 0 0o x internal error
VERISMART OsIRis [43] OYENTE [9, 34] MYTHRIL [7] MANTICORE [2]
#Alarm #FP CVE |[#Alarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#2972018-13230""DSN 171 17 10 0 14 q 0 14 2 0 X 2 0 X 0 (V) X
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 x 0o 0 X 0o 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 2 0 v 2 1 v 2 1 v 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8 0 v 2 0 v 1 0 X 1 0 x
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0 v 6 1 v 3 1 v 1 0 X 0o 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0 0 X 0 0 X 0o 0 X 0o 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8§ 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 224 13 6 0 4 0 v 4 0 v 1 0 X 1 0 X
#43  2018-13779 YLCToken 180 17 11 0 v 5 0 v 6 0 0o 0 X 0o 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 v 2 0 v 2 0 X 0o 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0 0 v 4 0 X 30 A 30 0o 0 X
#48 2018-14002 MP3 83 12 4 0 v 2 0 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 v 1 0 X
#50 2018-14004 GLB 299 40 8 0 Vv 5 0 v 1 0 A 0o 0 X 0o 0 X
#51 2018-14005 Xmc 255 29 11 0 v 8 0 v 1 0o A 30 A 0o 0 X
#52 2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 x
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0 0 X 0o 0 X
#56 2018-14087 EUC 174 15 70 v 4 0 X 4 0 X 0 0 X 0o 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 v 2 0 v 5 0 v 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 X 0o 0 X 0o 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 v 4 0 v 4 0 v 0o 0 X 0o 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:l 14 0 A:0
X:0 X 17 X 23 X 46 X 42 17




VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q pa@mrm #FP CVE [#Alarm #FP CVE [#Alarm #FP- CVE [#Alarm #FP CVE [¥Alarm #FP  CVE
#1  2018-10299 BEC 209 6 2 0 / 0 0 X T 0 A 20 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 0o 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 20 v
#6  2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 v 5 0 v 30 v
#7  2018-11429 ATL - : S 30 v 2 0 A 0o 0 X 0o 0 X
#8  2018-11446 GRX 8 2 X 12 4 X 4 2 X internal error
#9  2018-11561 EET I'I ;I_ . 0 4 0 v 2 0 A 2 0 v 0o 0 X
#10 2018-11687 BTC (-3 E 99 SA, 2 0 v 2 0 A 3 2 X 0 0o X
#11 2018-12070 SEC © ==y = - 6 0 4 0 X 301 X 0 0 X
#12 2018-12230 RMC 30 v 5 0 v 0o 0 X 0o 0 X
#13 2018-13113 ETT 7.':: (o) 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#14 2018-13126 Mox DEE (o) 0 0 X 0 0 X 0o 0 X 0o 0 X
#15 2018-13127 DSP 30 v 30 A 1 0 X 0o 0 X
#16 2018-13128 ETY 30 30 A 0o 0 X 0o 0 X
#17 2018-13129 SPX 5 0 v 3 0 A 1 0 X internal error
#18 2018-13131 SpadePreSale™™ 312 4| 3o v 0 0 X 0o 0 X 0o 0 X internal error
VERISMART OsIris [43] OYENTE [9, 34] MYTHRIL [7] MANTICORE [2]
#Alarm #FP CVE [#Alarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#2972018-13230""DSN 171 17 10 14 4 0 14 » 0 X > 0 X 0 0 X
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 x 0o 0 X 0o 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 2 0 v 2 1 v 2 1 v 0o 0 X 0o 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8 0 v 2 0 v 1 0 X 1 0 x
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 11 0 v 6 1 v 3 1 v 1 0 X 0o 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0 0 X 0 0 X 0o 0 X 0 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8§ 0 v 5 0 v 2 0 X 2 1 X 0o 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 224 13 6 0 4 0 v 4 0 v 1 0 X 1 0 X
#43  2018-13779 YLCToken 180 17 11 0 v 5 0 v 6 0 0o 0 X 0o 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 v 2 0 v 2 0 X 0o 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46 2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0 0 v 4 0 X 30 A 30 v 0o 0 X
#48 2018-14002 MP3 83 12 4 0 v 2 0 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 v 1 0 X
#50 2018-14004 GLB 299 40 8 0 Vv 5 0 v 1 0 A 0o 0 X 0o 0 X
#51 2018-14005 Xmc 255 29 11 0 v 8 0 v 1 0o A 30 A 0o 0 X
#52 2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 x
#55 2018-14086 SCO 107 16 4 0 v 7 2 v 5 2 X 0 0 X 0o 0 X
#56 2018-14087 EUC 174 15 70 v 4 0 X 4 0 X 0o 0 X 0o 0 X
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 v 12 0o v 5 0o v 14 0o v 0 0o X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 X 0o 0 X 0o 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 v 4 0 v 4 0 v 0o 0 X 0o 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:l 4 0 A:0
X:0 X 17 X 23 X 46 X 42 17




VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]
No. CVEID  Name LOC  #Q gamrm #FP CVE [#Alarm #FP CVE | #Alarm #FP CVE [#Alarm #FP CVE [#Alarm #FP  CVE
#1  2018-10299 BEC 299 6 2 0 7 0 0 X T 0 A 20 7 0 0 X
#  2018-10376 SMT 204 22 3 0 v 1 0 v 2 0 X 1 0 X | timeout (> 3 days)
#3  2018-10468 UET 146 27 4 0 v 9 0 X 8 0 v 5 0 0o 0 X
#4  2018-10706 SCA 404 48 33 0 v 9 0 X 4 0 yAN 2 0 X internal error
#5  2018-11239 HXG 102 11 70 v 6 0 2 0 X 30 v 20 v
#6 2018-11411 DimonCoin 126 15 7 0 v 5 0 X 5 0 v 5 0 v 30 v
#7  2018-11429 ATL e : e 30 v 2 0 / - - - S
#8  2018-11446 GRX 8 2 X 2 4
#9  2018-11561 EET = 4 0 v 2 0 / —
#10 2018-11687 BTC x'IS.I‘E' 99 5% 20 v 2 0 / I'IQ.I'E' < 94 6%
#11 2018-12070 SEC © ==y = - 6 0 4 0 ; O ™= - .
#12 2018-12230 RMC( '| 30 v 5 0 '| _
#13 2018-13113 ETT = 4 2 N/A 2 2 N
#14 2018-13126 Mox éEE 100% 0 0 X o 0 1= EE < 70_7%
#15 2018-13127 DSP 30 30 /
#16 2018-13128 ETY 30 30 /
#17 2018-13129 SPX 5 0 30 /
#18 2018-13131 SpadePreSale™™ 312 4| 3o v 0 0 X 0 0 X | ™0 X | internalemor |
VERISMART OsIRIS [43] OYENTE |9, 34| MYTHRIL [7] MANTICORE | 2]
#Alarm #FP CVE [FAlarm #FP CVE |[#Alarm #FP CVE |#Alarm #FP CVE |#Alarm #FP CVE
v:58 V41 V20 v:10 2
Total 12493 976 492 2 A:0 240 13 A: 0| 171 14 A:15 94 10 A:1 14 0 A:0
X:0 X 17 X 23 X 46 X 42
#29  2U16-15250" DSN 1I'/71 17 10U v 4 U v > U Al > U lal U U o)
#30 2018-13325 GROW 176 12 2 0 v 4 2 v 1 1 X 0 0 X 0 0 X
#31 2018-13326 BTX 135 9 2 0 NA 4 2 NA 2 2 NA 0 0 NA 0 0 NA
#32 2018-13327 CCLAG 92 5 20 v 2 1 v 2 1 v 0o 0 X 0 0 X
#33 2018-13493 DaddyToken 344 40 2 0 v 8 0 X 2 0 X 30 X internal error
#34 2018-13533 ALUXToken 191 23 13 0 v 8§ 0 v 2 0 1 0 X 1 0 X
#35 2018-13625 Krown 271 22 9 0 v 1 0 X 30 v 0 0 X internal error
#36 2018-13670 GFCB 103 14 1m0 v 6 1 v 3 1 v 1 0 X 0 0 X
#37 2018-13695 CTest7 301 17 8 0 v 0 0 X 0 0 x 0o 0 X 0 0 X
#38 2018-13698 Play2LivePromo 131 8 70 v 7 0 7 0 5 0 X 5 0 X
#39 2018-13703 CERB_Coin 262 17 8§ 0 v 5 0 v 2 0 X 2 1 X 0 0 X
#40 2018-13722 HYIPToken 410 8 3 0 v 2 0 v 2 0 v 0 0 X internal error
#41 2018-13777 RRToken 166 8 30 v 2 0 v 2 0 v 0o 0 X 0o 0 X
#42 2018-13778 CGCToken 24 13 6 0 v 4 0 4 0 v 1 0 X 1 0 X
#43  2018-13779 YLCToken 180 17 1m0 v 5 0 v 6 0 0o 0 X 0 0 X
#44 2018-13782 ENTR 171 17 0 0 v 4 0 2 0 2 0 X 0 0 X
#45 2018-13783 JiucaiToken 271 19 11 0 v 6 0 v 4 0 v 0 0 X internal error
#46  2018-13836 XRC 119 22 70 v 5 0 X 30 A 3 1 v | timeout (> 3 days)
#47 2018-14001 SKT 152 19 0 0 v 4 0 X 30 A 30 v 0o 0 X
#48 2018-14002 MP3 83 12 4 0 v 2 0 X 2 0 A 2 1 X | timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 30 X 2 0 A 30 v 10 X
#50 2018-14004 GLB 299 40 s 0 v 5 0 1 0 A 0o 0 X 0 0 X
#51 2018-14005 Xmc 255 29 1m0 v 8 0 v 1 0 A 30 A 0o 0 X
#52  2018-14006 NGT 249 27 13 0 v 1 0 X 5 0 A 0 0 X | timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 v 1 0 v 1 0 v 4 2 v 0o 0 X
#54 2018-14084 MKCB 273 17 0 0 v 5 0 4 0 X 2 0 X 1 0 X
#55 2018-14086 SCO 107 16 4 0 v 7 2 7 5 2 X 0o 0 X 0 0 X
#56 2018-14087 EUC 174 15 7 0 v 4 0 X 4 0 X 0 0 X 0 0 X
#57 2018-14089 Virgo_ZodiacToken ~ 208 30 20 0 v 2 0 v 5 0 v 4 0 v 0o 0 X
#58 2018-14576 SunContract 194 12 4 0 v 1 0 v 0 0 X 0o 0 X 0 0 X
#59 2018-17050 Al 141 8 30 v 1 0 v 1 0 v 0o 0 X 0o 0 X
#60 2018-18665 NXX 79 7 5 0 4 0 v 4 0 v 0o 0 X 0 0 X
/58 v 41 V20 v/ 10 V2
Total 12493 976 492 2 A:0 240 13 A:0 171 14 A:15 94 10 A:l 4 0 A:0
X:0 X 17 X 23 X 46 X 42 17
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No. LOC #Q VERISMART SMTCHECKER [12] |ZEUS [11]
' #Alarm #FP Verified [#Alarm #FP Verified| Verified

#1 42 3 0 0 v 3 3 X X
#2 78 2 1 0 v 2 1 X X
#3 75 7 2 0 v 7 5 X X
#4 70 7 0 0 v 7 7 X X
#5 103 8 0 0 v 6 6 X X
#6 141 5 2 0 v internal error X
#7 74 6 1 0 v 6 5 X X
#8 84 6 0 0 v 4 4 X X
#9 82 6 0 0 v 6 6 X X
#10 99 2 1 0 v internal error X
#11 171 15 9 0 v internal error X
#12 139 7 0 0 v internal error X
#13 139 7 0 0 v internal error X
#14 139 7 0 0 v internal error X
#15 139 7 0 0 v internal error X
#16 141 16 10 0 v internal error X
#17 153 5 0 0 v internal error X
#18 139 7 0 0 v internal error X
#19 113 4 0 0 v 4 4 X X
#20 40 3 0 0 v 3 3 X X
#21 50 3 0 0 v internal error X
#22 28 3 1 0 v 1 0 v X
#23 19 3 0 0 v 3 3 X X
#24 457 30 13 6 X internal error X
#25 17 3 0 0 v 3 3 X X
Total 2741 172| 40 6 %] 5550 %0 | %os
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VeriSmart A XHE A

- Egfi™MM Ft H4& (Transaction invariant) XIS F&

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply;

function transfer (address to, uint value) public
returns (bool) {
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

19
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VeriSmart A XHE A

- Egfi™MM Ft H4& (Transaction invariant) XIS F&

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;
balance[msg.sender] = totalSupply; totalSupply = 2 balance

function transfer (address to, uint value) public
returns (bool) {
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

19
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VeriSmart A XHE A

- Egfi™MM Ft H4& (Transaction invariant) XIS F&

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;
balance[msg.sender] = totalSupply; totalSupply = 2 balance

function transfer (address to, uint value) public '<{t
otalSupply = ) balance
returns (bool) { PPLY Z

require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;

return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

19
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VeriSmart A XHE A

- Egfi™MM Ft H4& (Transaction invariant) XIS F&

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply; % totalSupply = X balance

function transfer (address to, uint value) public
returns (bool) {
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value;
return true;

function burn (uint value) public returns (bool) {
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
return true;

% totalSupply

> balance

% totalSupply

> balance

19



VeriSmart & XPEEA

- Egfi™MM Ft H4& (Transaction invariant) XIS F&

contract Netkoin {
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mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

% totalSupply = X balance

}

function transfer (address to, uint value) public

returns (bool) { %totalSupply > balance
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value; % totalSupply = > balance
return true;

}

function burn (uint value) public returns (bool) { %totalSupply Zbalance
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

return true;

19



VeriSmart & XPEEA

- Egfi™MM Ft H4& (Transaction invariant) XIS F&

contract Netkoin {
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mapping (address => uint) public balance;

uint public totalSupply;

constructor (uint initialSupply) {

totalSupply = initialSupply;

balance[msg.sender] = totalSupply;

% totalSupply = X balance

}
function transfer (address to, uint value) public ‘<{
’ totalSupply = 2 balance
returns (bool) { PPLY Z
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value; % totalSupply = 2 balance
return true;
}
function burn (uint value) public returns (bool) { %totalSupply — Zbalance
require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;
} return true; % totalSupply = X balance

19
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require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

assert (totalSupply >= value)

totalSupply = 2balance ... transaction invariant

> balance[msg.sender] ... def. of 2balance
= value ... assumption (require)
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require (balancel[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

assert (totalSupply >= value)

totalSupply = 2balance ... transaction invariant
> balance[msg.sender] ... def. of 2balance
= value ... assumption (require)

71 A A= 1 B5VIE2 =H d& FES X610 FN / FP E4
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SmarTest: 25

contract SocialChain {

uint totalSupply;
mapping (address=>uint) balance;
mapping (address=>mapping (address=>uint)) allowance;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance [msg.sender] = initialSupply;

}

function transfer (address to, uint value)
public returns (bool) {
require (balance[msg.sender] >= value);
balance [msg.sender] -= value;
balance[to] += value; Safe
return true;

}

function approve (address spender, uint value)
public returns (bool) {
allowance [msg.sender] [spender] = value;
return true;

}

function transferFrom (address from, address to,
uint value) public returns (bool) {

require (balance[from] >= value);
require (balance[to] + value > balance[to]);
require (allowance[from] [msg.sender] >= value);
balance[from] -= value;
balance[to] += value; Safe
allowance[from] [msg.sender] += value;
return true;

7
(=

=7

22



SmarTest: L= =7

contract SocialChain {
uint totalSupply;
mapping (address=>uint) balance;
mapping (address=>mapping (address=>uint)) allowance;

O 01NNk~ W=

constructor (uint initialSupply) {

totalSupply = initialSupply;
balance [msg.sender] = initialSupply;

}

function transfer (address to, uint value)
public returns (bool) {

require (balance[msg.sender] >= value);
balance [msg.sender] -= value;
balance[to] += value; Safe
return true;

}

function approve (address spender, uint value)
public returns (bool) {

allowance [msg.sender] [spender] = value;
return true;

}

function transferFrom (address from, address to,

uint value) public returns (bool) {
require (balancel[from] >= value);
require (balance[to] + value > balance[to]);
require (allowance[from] [msg.sender] >= value);
balance[from] -= value;
balance[to] += value; Safe
allowance|[from] [msg.sender] += value;
return true;

Q= A|LI2|

with msg.sender = A

constructor(0x8800...00)

with msg.sender = A

approve(B, 0x8100..00)

l with msg.sender = B

transferFrom(A,C,0x7f00..00)

22



7|2 &< (Symbolic Execution)

|iiiiii|
int double (int v) { SR

return 2xv;

¥

void testme(int x, int y) {
z := double (y);
if (z==x) {

if (x>y+10) {
Error;
} else { 5 ..}
I3
}

23



7|= & (Symbolic Execution)

Iiiiiiﬁl
int double (int v) { SR

return 2xv;
I3

void testme(int x, int y) {

z := double (y);
if (z==x) {

if (x>y+10) {
Error;
} else { 5 ..}
}
}

23



7|= & (Symbolic Execution)

1
int double (int v) { B

return 2xv;

}

void testme(int x, int y) {
1 z := double (y);
2
if (z==x) {
3
if (x>y+10) {
4 Error;
} else { 5 ..}

}
6}

23



7|= & (Symbolic Execution)

1
int double (int v) { B

return 2xv; l

}

void testme(int x, int y) {
1

z := double (y); ‘(////////\\\\\\\‘
2
if (z==x) A

3
if (x>y+10) {
4 Error;
} else { 5 ..}
}
6}

23



7|= & (Symbolic Execution)

1
int double (int v) { AL

return 2xv;

}

void testme(int x, int y) {

3
z := double (y);

2
if (z==x) {
3
if (x>y+10) {
4 Error;
} else { 5 ..}
+
6 } xX:a,y:f,z: 20

pc:2f=aAa> [+ 10
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7|= & (Symbolic Execution)

1
int double (int v) { AL

return 2xv;

}

void testme(int x, int y) {

1 z := double (y);
2
if (z==x) {
3
if (x>y+10) {

4 Error;
} else { 5 } / \
}

6} xX:a,y:f,z: 20 X:a,y:f,z: 20

pc:2f=aAa> [+ 10 pc:2f=aAna<l [+ 10

23



7|= & (Symbolic Execution)

1
int double (int v) { AL

return 2xv;
; a=30, =15

void testme(int x,
1

z := double (y)
2
if (z==x) {
3
if (x>y+10) {
4 Error;
} else { 5 .}
}
6} AU, YD, 20 2 X:a,y:f,z: 20
pc:2f=aAna<l [+ 10




Path Explosion

State transferFrom

transfer

24



Language Model-guided

Symbolic Execution

transfer —— approve —— transferfrom — -

approve — transferfrom — transfer —— -

80%

20%

25



Language Model-guided
Symbolic Execution

transfer —— approve —— transferfrom — - 30%
approve — transferfrrom —— transfer —— - 20%
A =
Language Training Symbolic Training
Model Sequences Execution Contracts
— - Y
— | — ., mEEE ., _ . Ymm
p— T =unY
Testing Symbolic Vulnerable Concrete Validated

Contract Execution Sequences Validator Sequences



Performance

Integer Division Assertion ERC20 CVE

Overflow by Zero Violation Violation Vulnerabilities

SmarTest 1982 203 77 654 219
Mythril 460 | 73 25 | n/a 85

(ConsenSys)

Manticore 5 1 3 i 0

(Trail of Bits)

26
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SmartFix: & XI=s =N7|

contract SocialChain {

uint totalSupply;
mapping (address=>uint) balance;
mapping (address=>mapping (address=>uint)) allowance;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance [msg.sender] = initialSupply;

}

function transfer (address to, uint value)
public returns (bool) {
require (balance[msg.sender] >= value);
balance [msg.sender] -= value;
balance[to] += value; Safe
return true;

}

function approve (address spender, uint value)
public returns (bool) {
allowance [msg.sender] [spender] = value;
return true;

}

function transferFrom (address from, address to,
uint value) public returns (bool) {

require (balancel[from] >= value);
require (balance[to] + value > balance[to]);
require (allowance[from] [msg.sender] >= value);
balance[from] -= value;
balance[to] += value; Safe
allowance|[from] [msg.sender] += value;
return true;

QF AlLE[L

with msg.sender = A

constructor(0x8800...00)

with msg.sender = A

approve(B, 0x8100..00)

l with msg.sender = B

transferFrom(A,C,0x7f00..00)

27
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SmartFix: 25 AIS

contract SocialChain {

uint totalSupply;
mapping (address=>uint) balance;
mapping (address=>mapping (address=>uint)) allowance;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance [msg.sender] = initialSupply;

}

function transfer (address to, uint value)
public returns (bool) {
require (balance[msg.sender] >= value);
balance [msg.sender] -= value;
balance[to] += value; Safe
return true;

}

function approve (address spender, uint value)
public returns (bool) {
allowance [msg.sender] [spender] = value;
return true;

}

function transferFrom (address from, address to,
uint value) public returns (bool) {

require (balancel[from] >= value);

require (balance[to] + value > balance[to]);

require (allowance[from] [msg.sender] >= value);

balance[from] -= value;

balance[to] += value; Safe

allowance|[from] [msg.sender] += value;

return true; /\

[+= should be —=] mf| X|

S 237

QF AlLE[L

with msg.sender = A

constructor(0x8800...00)

with msg.sender = A

approve(B, 0x8100..00)

l with msg.sender = B

transferFrom(A,C,0x7f00..00)

27



0O ~Jo Ul & WD K-

e e e R )
<N O O W DN R O

1Pl
[ul0
Pal
Ol
|0
HU
2
|'>I
Ol
R
{>
0

SmartFix =it: F|eF

CVE-2018-11411

function transferFrom (address from, address to, uint value) returns (bool success) {
if (value == 0) return false;
uint fromBalance = balance[from];

uint allowance = allowed[from][msg.sender]; Smartle
bool sufficientFunds = fromBalance <= value; Line 6 : Replace <= by >=
bool sufficientAllowance = allowance <= value; Line 7 : Replace <= by >=
bool overflowed = balance[to] + value > balance[to]; Line 8 : Replace > by <

if(sufficientFunds && sufficientAllowance && !overflowed) ({

balance[to] += value; // overflow
balance[from] -= value; // underflow
allowed[from][msg.sender] -= value; // underflow
return true;

}

else {return false;}
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function transferFrom (address from, address to, uint value) returns (bool success) {

J|1& 7|=: Tt X2 Vs

if (value == 0) return false;
uint fromBalance = balance[from];
uint allowance = allowed[from][msg.sender];

bool sufficientFunds = fromBalance <= value;
bool sufficientAllowance = allowance <= value;
bool overflowed = safeAdd(balance[to],value) > balance[to];

}

if(sufficientFunds && sufficientAllowance && !overflowed) {

balance[to] = safeAdd(balance[to],value);
balance[from] = safeSub(balance[from],value);
allowed[from][msg.sender] = safeSub(allowed|[from]|[msg.sender],value);

return true;

else {return false;}

sGuard [IEEE S&P ’21], SmartShield, Elysium:

Runtime check 4fQlof|2t o|=

29



Candidate Patch

/\

B

Patch Patch
Generator Verifier

|— &

Buggy
Contract

~—_

Verification Failure

Patched
Contract
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Candidate Patch /
X Patch Patch
T _>

é Generator Verifier
Buggy \/ Patched
Contract Contract

Verification Failure
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Performance

#Bug

229 93.9% 98.6% 60.8% 100%

52 90.2% 100.0% 87.9% 87.9%

12 100.0% 100.0% 100.0% 100.0%
= 138 57.8% 94.0% n/a n/a
SU 53 70.6% 90.0% n/a n/a

IO+RE+TX 293 93.5% 98.9% 65.5% 97.1%
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A~ AL https://github.com/kupl/VeriSmart-public
HIX|Ot3: https://github.com/kupl/VeriSmart-benchmarks

HArL{CH
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