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1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.

true

NoOverFlow(�balance ) ^ totalSuppl� = �balance

constructor

transfer, burn

Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.

2

데이터

생성자

함수

함수

사용자의 계좌 정보

송금



스마트 컨트랙트 생김새

4
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2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
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1 function transferProxy (address from , address to , uint

value , uint fee) public returns (bool) {

2 if (balance[from] < fee + value)

3 revert ();

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender ])

6 revert ();

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balance[from] -= value + fee;

10 return true;

11 }

3 ALGORITHM
TODO

4 EVALUATION
TODO

5 RELATEDWORK
[[Sunbeom:QuiteOld]].O����� [3] is an open-sourced symbolic
execution engine that analyzes EVM bytecode. While O����� sup-
ports a range of security properties, it does not consider all pos-
sible program paths, which may lead to false negatives. Similarly,
M���� [4] is an symbolic executor that sacri�ces soundness for
practical vulnerability detection. Z��� [2] is a sound static analyzer
that leverages existing LLVM-based symbolic model checkers such
as S��H��� [1], after translating source code into LLVM bitcode.
Z��� considers only intra-transactional reasoning and does not
reason about inter-transactional information, which would make
the analysis imprecise. We were not able to directly compare with
Z��� in our experiments, as Z��� is not publicly available. S����
���� [5] is a static analyzer that detects security vulnerabilities
using a set of predetermined compliance/violation patterns. Es-
sentially, this pattern-based approach is not suitable for analyzing
numerical properties which are our main focuses in this work.

6 CONCLUSION
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Figure 1: Overview of SMARTEST

symbolic execution over the sequences to decide whether
they are vulnerable or not. A main technical challenge that
arises in this method is that the number of transaction se-
quences to be examined grows exponentially as the size of the
sequences increases. Our key idea to address this challenge is
to guide the symbolic execution procedure with statistical lan-
guage models, and therefore prioritize transaction sequences
that are likely to reveal vulnerabilities. Given a set of train-
ing transaction sequences that are automatically obtained by
running unguided symbolic execution on existing vulnera-
ble contracts, our technique automatically learns a probability
distribution over vulnerable transaction sequences. Then, sym-
bolic execution guided by the learned model can effectively
find vulnerable transaction sequences for new, unseen smart
contracts. Figure 1 depicts our approach.

Experimental results show that our language model-guided
symbolic execution is highly effective at hunting vulnerable
transaction sequences. We implemented SMARTEST for So-
lidity [5], the most widely used programming language for
Ethereum smart contracts, and evaluated it on two datasets
with different types of known vulnerabilities. The first dataset
includes 443 smart contracts with CVE-reported arithmetic
vulnerabilities (e.g., integer overflow). The second dataset con-
sists of 104 contracts with access control-related vulnerabili-
ties, namely Ether-leaking and suicidal contracts [31]. On the
CVE dataset, we compared SMARTEST with MYTHRIL [3]
and MANTICORE [30], two well-known symbolic execution
tools developed by blockchain security firms. The results
show that SMARTEST generates 90.2% of known vulner-
abilities out of sampled contracts, whereas MYTHRIL and
MANTICORE found 37.7% and 0%, respectively. On the
second dataset with suicidal and leaking contracts, we com-
pared SMARTEST with four symbolic executors and one
fuzzer: MAIAN [31], TEETHER [25], MYTHRIL, MANTI-
CORE, and ILF [19]. The results show that SMARTEST effec-
tively finds more vulnerabilities than these tools. Moreover,
SMARTEST found a number of critical zero-day vulnerabili-
ties from smart contracts in the wild.

1 contract SocialChain {

2 uint totalSupply;

3 mapping(address=>uint) balance;

4 mapping(address=>mapping(address=>uint)) allowance;

5
6 constructor (uint initialSupply) {

7 totalSupply = initialSupply;

8 balance[msg.sender] = initialSupply;

9 }

10
11 function transfer (address to, uint value)

12 public returns(bool) {

13 require (balance[msg.sender] >= value);

14 balance[msg.sender] -= value;

15 balance[to] += value;

16 return true;
17 }

18
19 function approve (address spender , uint value)

20 public returns(bool) {

21 allowance[msg.sender][spender] = value;

22 return true;
23 }

24
25 function transferFrom (address from , address to,

26 uint value) public returns (bool) {

27 require (balance[from] >= value);

28 require (balance[to] + value > balance[to]);

29 require (allowance[from][msg.sender] >= value);

30 balance[from] -= value;

31 balance[to] += value;

32 allowance[from][msg.sender] += value; // bug

33 return true;
34 }

35 }

Figure 2: A vulnerable contract (simplified for readability).

Contributions. We summarize our contributions below.

• We present a new technique for effectively finding vul-
nerable transaction sequences in smart contracts. To our
knowledge, our work is the first to use language models
to steer symbolic execution towards likely paths.

• We extensively evaluate our technique in comparison
with five recently-developed tools [3, 19, 25, 30, 31].

• We make our tool, SMARTEST, and benchmarks publicly
available. All experimental results are reproducible.

2 Motivating Examples

In this section, we illustrate SMARTEST with examples.

Example 1. Figure 2 shows a token contract, called SCA1.
It has three global variables: totalSupply, balance, and
allowance. totalSupply stores the total amount of issued
tokens. balance is a mapping from account addresses to
token balances. allowance is a two-dimensional mapping,
which maps approved agents’ addresses to token amounts that
are allowed to use on behalf of original token holders. For
example, allowance[A][B] indicates the amount of tokens

1 0xb75a5e36cc668bc8fe468e8f272cd4a0fd0fd773
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Figure 1: Overview of SMARTEST

symbolic execution over the sequences to decide whether
they are vulnerable or not. A main technical challenge that
arises in this method is that the number of transaction se-
quences to be examined grows exponentially as the size of the
sequences increases. Our key idea to address this challenge is
to guide the symbolic execution procedure with statistical lan-
guage models, and therefore prioritize transaction sequences
that are likely to reveal vulnerabilities. Given a set of train-
ing transaction sequences that are automatically obtained by
running unguided symbolic execution on existing vulnera-
ble contracts, our technique automatically learns a probability
distribution over vulnerable transaction sequences. Then, sym-
bolic execution guided by the learned model can effectively
find vulnerable transaction sequences for new, unseen smart
contracts. Figure 1 depicts our approach.

Experimental results show that our language model-guided
symbolic execution is highly effective at hunting vulnerable
transaction sequences. We implemented SMARTEST for So-
lidity [5], the most widely used programming language for
Ethereum smart contracts, and evaluated it on two datasets
with different types of known vulnerabilities. The first dataset
includes 443 smart contracts with CVE-reported arithmetic
vulnerabilities (e.g., integer overflow). The second dataset con-
sists of 104 contracts with access control-related vulnerabili-
ties, namely Ether-leaking and suicidal contracts [31]. On the
CVE dataset, we compared SMARTEST with MYTHRIL [3]
and MANTICORE [30], two well-known symbolic execution
tools developed by blockchain security firms. The results
show that SMARTEST generates 90.2% of known vulner-
abilities out of sampled contracts, whereas MYTHRIL and
MANTICORE found 37.7% and 0%, respectively. On the
second dataset with suicidal and leaking contracts, we com-
pared SMARTEST with four symbolic executors and one
fuzzer: MAIAN [31], TEETHER [25], MYTHRIL, MANTI-
CORE, and ILF [19]. The results show that SMARTEST effec-
tively finds more vulnerabilities than these tools. Moreover,
SMARTEST found a number of critical zero-day vulnerabili-
ties from smart contracts in the wild.

1 contract SocialChain {

2 uint totalSupply;

3 mapping(address=>uint) balance;

4 mapping(address=>mapping(address=>uint)) allowance;

5
6 constructor (uint initialSupply) {

7 totalSupply = initialSupply;

8 balance[msg.sender] = initialSupply;

9 }

10
11 function transfer (address to, uint value)

12 public returns(bool) {

13 require (balance[msg.sender] >= value);

14 balance[msg.sender] -= value;

15 balance[to] += value;

16 return true;
17 }

18
19 function approve (address spender , uint value)

20 public returns(bool) {

21 allowance[msg.sender][spender] = value;

22 return true;
23 }

24
25 function transferFrom (address from , address to,

26 uint value) public returns (bool) {

27 require (balance[from] >= value);

28 require (balance[to] + value > balance[to]);

29 require (allowance[from][msg.sender] >= value);

30 balance[from] -= value;

31 balance[to] += value;

32 allowance[from][msg.sender] += value; // bug

33 return true;
34 }

35 }

Figure 2: A vulnerable contract (simplified for readability).

Contributions. We summarize our contributions below.

• We present a new technique for effectively finding vul-
nerable transaction sequences in smart contracts. To our
knowledge, our work is the first to use language models
to steer symbolic execution towards likely paths.

• We extensively evaluate our technique in comparison
with five recently-developed tools [3, 19, 25, 30, 31].

• We make our tool, SMARTEST, and benchmarks publicly
available. All experimental results are reproducible.

2 Motivating Examples

In this section, we illustrate SMARTEST with examples.

Example 1. Figure 2 shows a token contract, called SCA1.
It has three global variables: totalSupply, balance, and
allowance. totalSupply stores the total amount of issued
tokens. balance is a mapping from account addresses to
token balances. allowance is a two-dimensional mapping,
which maps approved agents’ addresses to token amounts that
are allowed to use on behalf of original token holders. For
example, allowance[A][B] indicates the amount of tokens

1 0xb75a5e36cc668bc8fe468e8f272cd4a0fd0fd773
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1 function transferProxy (address from , address to , uint

value , uint fee) public returns (bool) {

2 if (balance[from] < fee + value)

3 revert ();

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender ])

6 revert ();

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balance[from] -= value + fee;

10 return true;

11 }

3 ALGORITHM
TODO

4 EVALUATION
TODO

5 RELATEDWORK
[[Sunbeom:QuiteOld]].O����� [3] is an open-sourced symbolic
execution engine that analyzes EVM bytecode. While O����� sup-
ports a range of security properties, it does not consider all pos-
sible program paths, which may lead to false negatives. Similarly,
M���� [4] is an symbolic executor that sacri�ces soundness for
practical vulnerability detection. Z��� [2] is a sound static analyzer
that leverages existing LLVM-based symbolic model checkers such
as S��H��� [1], after translating source code into LLVM bitcode.
Z��� considers only intra-transactional reasoning and does not
reason about inter-transactional information, which would make
the analysis imprecise. We were not able to directly compare with
Z��� in our experiments, as Z��� is not publicly available. S����
���� [5] is a static analyzer that detects security vulnerabilities
using a set of predetermined compliance/violation patterns. Es-
sentially, this pattern-based approach is not suitable for analyzing
numerical properties which are our main focuses in this work.

6 CONCLUSION
TODO

REFERENCES
[1] Arie Gur�nkel, Temesghen Kahsai, Anvesh Komuravelli, and Jorge A. Navas.

2015. The SeaHorn Veri�cation Framework. In Computer Aided Veri�cation -
27th International Conference, CAV 2015, San Francisco, CA, USA, July 18-24, 2015,
Proceedings, Part I. 343–361. https://doi.org/10.1007/978-3-319-21690-4_20

[2] Sukrit Kalra, Seep Goel, Mohan Dhawan, and Subodh Sharma. 2018. ZEUS:
Analyzing Safety of Smart Contracts. In 25th Annual Network and Distributed
System Security Symposium, NDSS 2018, San Diego, California, USA, February 18-
21, 2018. http://wp.internetsociety.org/ndss/wp-content/uploads/sites/25/2018/
02/ndss2018_09-1_Kalra_paper.pdf

[3] Loi Luu, Duc-Hiep Chu, Hrishi Olickel, Prateek Saxena, and Aquinas Hobor.
2016. Making Smart Contracts Smarter. In Proceedings of the 2016 ACM SIGSAC
Conference on Computer and Communications Security (CCS ’16). ACM, New York,
NY, USA, 254–269. https://doi.org/10.1145/2976749.2978309

[4] Ivica Nikolic, Aashish Kolluri, Ilya Sergey, Prateek Saxena, and Aquinas Hobor.
2018. Finding The Greedy, Prodigal, and Suicidal Contracts at Scale. CoRR
abs/1802.06038 (2018). arXiv:1802.06038 http://arxiv.org/abs/1802.06038

[5] Petar Tsankov, Andrei Marian Dan, Dana Drachsler Cohen, Arthur Gervais,
Florian Buenzli, and Martin T. Vechev. 2018. Securify: Practical Security Analysis
of Smart Contracts. CoRR abs/1806.01143 (2018). arXiv:1806.01143 http://arxiv.
org/abs/1806.01143

3

Osiris만 검출 가능

CVE-2018-10376



기존 자동 분석 기술의 한계 (1)

14

1 function multipleTransfer(address [] to, uint value) {
2 require(value * to.length > 0);
3 require(balances[msg.sender] >= value * to.length);
4 balances[msg.sender] -= value * to.length;
5 for (uint i = 0; i < to.length; ++i) {
6 balances[to[i]] += value;
7 }
8 return true;
9 }

Figure 2: A vulnerable function adapted from the Neo Gen-
esis Token contract (CVE-2018-14006).

Example 2. Figure 2 shows the multipleTransfer function
adapted from the Neo Genesis Token contract (CVE-2018-14006).
The function transfers the same amount of tokens (value) to every
account address stored in the array (to). It �rst checks whether
the total amount of tokens to be sent are greater than zero (line
2). Next, the function checks if the message sender has enough
money to transfer (line 3). If so, the function subtracts the money
from the sender’s account (line 4), and then transfers tokens to
designated accounts by iterating the loop at line 5–7. If all transfers
are successful, the function terminates by returning true.

Note that the function has a similar vulnerability to that of the
�rst example. At line 3 in Figure 2, the function prevents the under-
�ow possibility of the token sender’s account but does not protects
the over�ow of the tokens to be sent (value * to.length), which
is analogous to the situation at line 2 of Figure 1. That is, in a
similar way, an attacker can send huge amounts of tokens to any
users by spending only few tokens [6]. For example, suppose an
attacker (msg.sender) attempts to send 2255 + 1 tokens to each
of two addresses (i.e., value = 2255 + 1 and to.length = 2). If
the attacker initially has tokens greater than or equal to 2 (i.e.,
balance[msg.sender] � 2), then the attacker can pass the checks
at lines 2 and 3, because value * to.length evaluates to 2 in un-
signed 256 bit integers (i.e., ((2255 + 1) * 2) mod 2256 = 2). Finally, the
attacker can transfer 2255 + 1 tokens to each of the two addresses
respectively, by spending only 2 tokens.

Despite the similarity between vulnerabilities in Example 1 and
2, unsound bug-�nders have no guarantees of consistently �nding
them. For example, O�����, which succeeded to detect the vulnera-
bility in Example 1, now fails to report the smilar bug in Example 2.
The other bug-�nders are ine�ective too; M������ does not report
any issues, O����� obscurely reports that the entire function body
is vulnerable without specifying certain operations, and M�����
C��� does not respond within 3 days. On the other hand, V���S�
���� reliably reports that the expression value * to.length at
lines 2–4 would over�ow.

One of the main reasons for the unstable results of bug-�nders is
that they rely heavily on a range of heuristics to avoid false positives
(e.g., see [43]). Though such heuristics are good at reducing false
positives, the resulting analyzer is often very brittle: even small
changes in programs may end up with missing fatal vulnerabilities
as shown in Example 1 and 2, which is particularly undesirable for
safety-critical software like smart contracts.

Example 3. Figure 3 shows a simpli�ed version of the contract,
called BTX. The program has two global state variables: balance

1 contract BTX {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor () {
6 totalSupply = 10000;
7 balance[msg.sender] = 10000;
8 }
9
10 function transfer (address to , uint value) public

returns (bool) {
11 require (balance[msg.sender] >= value);
12 balance[msg.sender] -= value;
13 balance[to] += value; // Safe
14 return true;
15 }
16
17 function transferFrom (address from , address to , uint

value) public returns (bool) {
18 require (balance[from] >= value);
19 balance[to] += value; // Safe
20 balance[from] -= value;
21 return true;
22 }
23 }

Figure 3: Example code simpli�ed from CVE-2018-13326.

stores balances of each account address (line 2), and totalSupply
is the total amount of the supplied tokens (line 3). The constructor
function initializes totalSupply with 10000 tokens (line 6), and
gives the same amount of tokens to the creator of the contract (line
7). The transfer function sends value tokens from the transaction
message sender’s account to the recipient’s account (lines 12–13),
if it does not incur the under�ow in the message sender’s balance
(line 11). The transferFrom function is similar to transfer with
an exception to the order of performing addition and subtraction.

The contract has four arithmetic operations at lines 12, 13, 19,
and 20, all of which are safe from integer over/under�ows. However,
it is nontrivial to see why they are all safe. In particular, the safety
of the two addition operations at lines 13 and 19 is tricky, because
there are no direct safety-checking statements in each function. To
see why they do not over�ow, we need to discover the following
two invariants that are not explicitly given in code but always hold
no matter how the transactions (transfer and transferFrom) are
interleaved:

• the sum of all account values is 10000, i.e.,
X

i
balance[i] = 10000, (1)

• and computing
P
i balance[i] does not cause over�ow.

By combining these two conditions and the preconditions expressed
in the require statements at lines 11 and 18, we can conclude that,
at lines 13 and 19, the maximum values of both balance[to] and
value are 10000, and thus the expression balance[to]+value does
not over�ow in 256-bit unsigned integer operations.

Since reasoning about the safety in this case is tricky, it is likely
for human auditors to make a wrong conclusion that the contract
is unsafe. This is in fact what happened in the recent CVE report

3

• 오류 검출기(e.g., Mythril, Osiris, Oyente): 놓치는 취약점이 존재

앞의 경우와 비슷한 오류
이지만 검출 모두 실패
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• 오류 검증기(SMTChecker, Zeus): 허위경보 존재

허위 경보 (False alarm)

허위 경보 (False alarm)

1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.

true

NoOverFlow(�balance ) ^ totalSuppl� = �balance

constructor

transfer, burn

Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.

2
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1 function transferProxy (address from , address to , uint

value , uint fee) public returns (bool) {

2 if (balance[from] < fee + value)

3 revert ();

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender ])

6 revert ();

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balance[from] -= value + fee;

10 return true;

11 }

3 ALGORITHM
TODO

4 EVALUATION
TODO

5 RELATEDWORK
[[Sunbeom:QuiteOld]].O����� [3] is an open-sourced symbolic
execution engine that analyzes EVM bytecode. While O����� sup-
ports a range of security properties, it does not consider all pos-
sible program paths, which may lead to false negatives. Similarly,
M���� [4] is an symbolic executor that sacri�ces soundness for
practical vulnerability detection. Z��� [2] is a sound static analyzer
that leverages existing LLVM-based symbolic model checkers such
as S��H��� [1], after translating source code into LLVM bitcode.
Z��� considers only intra-transactional reasoning and does not
reason about inter-transactional information, which would make
the analysis imprecise. We were not able to directly compare with
Z��� in our experiments, as Z��� is not publicly available. S����
���� [5] is a static analyzer that detects security vulnerabilities
using a set of predetermined compliance/violation patterns. Es-
sentially, this pattern-based approach is not suitable for analyzing
numerical properties which are our main focuses in this work.

6 CONCLUSION
TODO
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1 function multipleTransfer(address [] to, uint value) {
2 require(value * to.length > 0);
3 require(balances[msg.sender] >= value * to.length);
4 balances[msg.sender] -= value * to.length;
5 for (uint i = 0; i < to.length; ++i) {
6 balances[to[i]] += value;
7 }
8 return true;
9 }

Figure 2: A vulnerable function adapted from the Neo Gen-
esis Token contract (CVE-2018-14006).

Example 2. Figure 2 shows the multipleTransfer function
adapted from the Neo Genesis Token contract (CVE-2018-14006).
The function transfers the same amount of tokens (value) to every
account address stored in the array (to). It �rst checks whether
the total amount of tokens to be sent are greater than zero (line
2). Next, the function checks if the message sender has enough
money to transfer (line 3). If so, the function subtracts the money
from the sender’s account (line 4), and then transfers tokens to
designated accounts by iterating the loop at line 5–7. If all transfers
are successful, the function terminates by returning true.

Note that the function has a similar vulnerability to that of the
�rst example. At line 3 in Figure 2, the function prevents the under-
�ow possibility of the token sender’s account but does not protects
the over�ow of the tokens to be sent (value * to.length), which
is analogous to the situation at line 2 of Figure 1. That is, in a
similar way, an attacker can send huge amounts of tokens to any
users by spending only few tokens [6]. For example, suppose an
attacker (msg.sender) attempts to send 2255 + 1 tokens to each
of two addresses (i.e., value = 2255 + 1 and to.length = 2). If
the attacker initially has tokens greater than or equal to 2 (i.e.,
balance[msg.sender] � 2), then the attacker can pass the checks
at lines 2 and 3, because value * to.length evaluates to 2 in un-
signed 256 bit integers (i.e., ((2255 + 1) * 2) mod 2256 = 2). Finally, the
attacker can transfer 2255 + 1 tokens to each of the two addresses
respectively, by spending only 2 tokens.

Despite the similarity between vulnerabilities in Example 1 and
2, unsound bug-�nders have no guarantees of consistently �nding
them. For example, O�����, which succeeded to detect the vulnera-
bility in Example 1, now fails to report the smilar bug in Example 2.
The other bug-�nders are ine�ective too; M������ does not report
any issues, O����� obscurely reports that the entire function body
is vulnerable without specifying certain operations, and M�����
C��� does not respond within 3 days. On the other hand, V���S�
���� reliably reports that the expression value * to.length at
lines 2–4 would over�ow.

One of the main reasons for the unstable results of bug-�nders is
that they rely heavily on a range of heuristics to avoid false positives
(e.g., see [43]). Though such heuristics are good at reducing false
positives, the resulting analyzer is often very brittle: even small
changes in programs may end up with missing fatal vulnerabilities
as shown in Example 1 and 2, which is particularly undesirable for
safety-critical software like smart contracts.

Example 3. Figure 3 shows a simpli�ed version of the contract,
called BTX. The program has two global state variables: balance

1 contract BTX {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor () {
6 totalSupply = 10000;
7 balance[msg.sender] = 10000;
8 }
9
10 function transfer (address to, uint value) public

returns (bool) {
11 require (balance[msg.sender] >= value);
12 balance[msg.sender] -= value;
13 balance[to] += value; // Safe
14 return true;
15 }
16
17 function transferFrom (address from , address to , uint

value) public returns (bool) {
18 require (balance[from] >= value);
19 balance[to] += value; // Safe
20 balance[from] -= value;
21 return true;
22 }
23 }

Figure 3: Example code simpli�ed from CVE-2018-13326.

stores balances of each account address (line 2), and totalSupply
is the total amount of the supplied tokens (line 3). The constructor
function initializes totalSupply with 10000 tokens (line 6), and
gives the same amount of tokens to the creator of the contract (line
7). The transfer function sends value tokens from the transaction
message sender’s account to the recipient’s account (lines 12–13),
if it does not incur the under�ow in the message sender’s balance
(line 11). The transferFrom function is similar to transfer with
an exception to the order of performing addition and subtraction.

The contract has four arithmetic operations at lines 12, 13, 19,
and 20, all of which are safe from integer over/under�ows. However,
it is nontrivial to see why they are all safe. In particular, the safety
of the two addition operations at lines 13 and 19 is tricky, because
there are no direct safety-checking statements in each function. To
see why they do not over�ow, we need to discover the following
two invariants that are not explicitly given in code but always hold
no matter how the transactions (transfer and transferFrom) are
interleaved:

• the sum of all account values is 10000, i.e.,
X

i
balance[i] = 10000, (1)

• and computing
P
i balance[i] does not cause over�ow.

By combining these two conditions and the preconditions expressed
in the require statements at lines 11 and 18, we can conclude that,
at lines 13 and 19, the maximum values of both balance[to] and
value are 10000, and thus the expression balance[to]+value does
not over�ow in 256-bit unsigned integer operations.

Since reasoning about the safety in this case is tricky, it is likely
for human auditors to make a wrong conclusion that the contract
is unsafe. This is in fact what happened in the recent CVE report
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• 안전하면서 정확한 스마트 컨트랙트 정적 분석기

CVE-2018-10376

CVE-2018-14006

1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.

true

NoOverFlow(�balance ) ^ totalSuppl� = �balance

constructor

transfer, burn

Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement
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TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement
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Table 2: Evaluation of existing tools on CVE reports. LOC: the number of lines for each contract. #Alarm: the number of
total alarms for each tool. #FP: the number of false alarms. CVE: a marker that indicates whether each tool successfully
detects vulnerabilities in CVE. 3: a tool successfully pinpoint all vulnerable locations in CVE. 4: a tool detects only a part of
vulnerabilities in CVE, or obscurely reports that an entire function body–including vulnerable locations in CVE–is vulnerable
without pinpointing. 7: a tool totally failed to detect all vulnerabilities in CVE. N/A: all vulnerabilities reported in CVE are
actually safe (#13, #31). If partly incorrect, the CVE bug detection is valid (#20, #32).

No. CVE ID Name LOC #Q V���S���� O����� [43] O����� [9, 34] M������ [7] M����C��� [2]
#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 1 0 3 1 0 4 0 0 7 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 0 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 34 0 3 9 0 7 4 0 4 0 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 0 0 7
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 3 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 10 2 7 11 4 7 2 1 7 0 0 7
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 0 0 7 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 0 0 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 5 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 internal error
#13 2018-13113 ETT 142 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 3 0 0 7 0 0 7
#18 2018-13131 SpadePreSale 312 3 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#19 2018-13132 Spadeico 403 8 6 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 4 0 7 3 0 7 0 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 0 0 7 internal error
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 internal error
#26 2018-13224 VEU 244 16 9 0 3 5 0 3 4 0 7 1 0 7 internal error
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 3 0 7 2 0 7 0 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#30 2018-13325 GROW 176 12 5 0 3 3 0 7 1 0 7 2 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 1 0 7 internal error
#34 2018-13533 ALUXToken 191 23 15 0 3 7 0 3 2 0 3 0 0 7 internal error
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 5 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 9 0 3 0 0 7 0 0 7 1 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 0 0 7
#39 2018-13703 CERB_Coin 262 17 8 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 internal error
#43 2018-13779 YLCToken 180 17 11 0 3 4 0 3 6 0 3 0 0 7 internal error
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 0 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 12 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 0 0 4 0 0 7
#47 2018-14001 SKT 152 19 10 0 3 4 0 3 3 0 4 1 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 0 0 4 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 3 2 0 4 1 0 7 internal error
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 internal error
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 0 0 4 internal error
#52 2018-14006 NGT 249 27 11 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 1 0 7 internal error
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 internal error
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 1 0 3 0 0 7
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 13 0 3 internal error
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 internal error
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 3 0 3 2 0 7 0 0 7

Total
3: 58 3: 42 3: 23 3: 6 3:0

12556 973 496 2 4: 0 234 11 4: 0 164 13 4: 11 51 4 4: 3 0 0 4: 0
7: 0 7: 16 7: 24 7: 49 7: 33
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Table 2: Evaluation of existing tools on CVE reports. LOC: the number of lines for each contract. #Alarm: the number of
total alarms for each tool. #FP: the number of false alarms. CVE: a marker that indicates whether each tool successfully
detects vulnerabilities in CVE. 3: a tool successfully pinpoint all vulnerable locations in CVE. 4: a tool detects only a part of
vulnerabilities in CVE, or obscurely reports that an entire function body–including vulnerable locations in CVE–is vulnerable
without pinpointing. 7: a tool totally failed to detect all vulnerabilities in CVE. N/A: all vulnerabilities reported in CVE are
actually safe (#13, #31). If partly incorrect, the CVE bug detection is valid (#20, #32).

No. CVE ID Name LOC #Q V���S���� O����� [43] O����� [9, 34] M������ [7] M����C��� [2]
#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 1 0 3 1 0 4 0 0 7 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 0 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 34 0 3 9 0 7 4 0 4 0 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 0 0 7
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 3 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 10 2 7 11 4 7 2 1 7 0 0 7
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 0 0 7 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 0 0 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 5 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 internal error
#13 2018-13113 ETT 142 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 3 0 0 7 0 0 7
#18 2018-13131 SpadePreSale 312 3 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#19 2018-13132 Spadeico 403 8 6 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 4 0 7 3 0 7 0 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 0 0 7 internal error
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 internal error
#26 2018-13224 VEU 244 16 9 0 3 5 0 3 4 0 7 1 0 7 internal error
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 3 0 7 2 0 7 0 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#30 2018-13325 GROW 176 12 5 0 3 3 0 7 1 0 7 2 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 1 0 7 internal error
#34 2018-13533 ALUXToken 191 23 15 0 3 7 0 3 2 0 3 0 0 7 internal error
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 5 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 9 0 3 0 0 7 0 0 7 1 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 0 0 7
#39 2018-13703 CERB_Coin 262 17 8 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 internal error
#43 2018-13779 YLCToken 180 17 11 0 3 4 0 3 6 0 3 0 0 7 internal error
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 0 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 12 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 0 0 4 0 0 7
#47 2018-14001 SKT 152 19 10 0 3 4 0 3 3 0 4 1 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 0 0 4 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 3 2 0 4 1 0 7 internal error
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 internal error
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 0 0 4 internal error
#52 2018-14006 NGT 249 27 11 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 1 0 7 internal error
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 internal error
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 1 0 3 0 0 7
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 13 0 3 internal error
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 internal error
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 3 0 3 2 0 7 0 0 7

Total
3: 58 3: 42 3: 23 3: 6 3:0

12556 973 496 2 4: 0 234 11 4: 0 164 13 4: 11 51 4 4: 3 0 0 4: 0
7: 0 7: 16 7: 24 7: 49 7: 33
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TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement



TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement
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Table 2: Evaluation of existing tools on CVE reports. LOC: the number of lines for each contract. #Alarm: the number of
total alarms for each tool. #FP: the number of false alarms. CVE: a marker that indicates whether each tool successfully
detects vulnerabilities in CVE. 3: a tool successfully pinpoint all vulnerable locations in CVE. 4: a tool detects only a part of
vulnerabilities in CVE, or obscurely reports that an entire function body–including vulnerable locations in CVE–is vulnerable
without pinpointing. 7: a tool totally failed to detect all vulnerabilities in CVE. N/A: all vulnerabilities reported in CVE are
actually safe (#13, #31). If partly incorrect, the CVE bug detection is valid (#20, #32).

No. CVE ID Name LOC #Q V���S���� O����� [43] O����� [9, 34] M������ [7] M����C��� [2]
#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 1 0 3 1 0 4 0 0 7 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 0 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 34 0 3 9 0 7 4 0 4 0 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 0 0 7
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 3 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 10 2 7 11 4 7 2 1 7 0 0 7
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 0 0 7 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 0 0 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 5 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 internal error
#13 2018-13113 ETT 142 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 3 0 0 7 0 0 7
#18 2018-13131 SpadePreSale 312 3 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#19 2018-13132 Spadeico 403 8 6 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 4 0 7 3 0 7 0 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 0 0 7 internal error
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 internal error
#26 2018-13224 VEU 244 16 9 0 3 5 0 3 4 0 7 1 0 7 internal error
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 3 0 7 2 0 7 0 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#30 2018-13325 GROW 176 12 5 0 3 3 0 7 1 0 7 2 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 1 0 7 internal error
#34 2018-13533 ALUXToken 191 23 15 0 3 7 0 3 2 0 3 0 0 7 internal error
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 5 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 9 0 3 0 0 7 0 0 7 1 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 0 0 7
#39 2018-13703 CERB_Coin 262 17 8 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 internal error
#43 2018-13779 YLCToken 180 17 11 0 3 4 0 3 6 0 3 0 0 7 internal error
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 0 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 12 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 0 0 4 0 0 7
#47 2018-14001 SKT 152 19 10 0 3 4 0 3 3 0 4 1 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 0 0 4 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 3 2 0 4 1 0 7 internal error
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 internal error
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 0 0 4 internal error
#52 2018-14006 NGT 249 27 11 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 1 0 7 internal error
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 internal error
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 1 0 3 0 0 7
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 13 0 3 internal error
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 internal error
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 3 0 3 2 0 7 0 0 7

Total
3: 58 3: 42 3: 23 3: 6 3:0

12556 973 496 2 4: 0 234 11 4: 0 164 13 4: 11 51 4 4: 3 0 0 4: 0
7: 0 7: 16 7: 24 7: 49 7: 33
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Table 2: Evaluation of existing tools on CVE reports. LOC: the number of lines for each contract. #Alarm: the number of
total alarms for each tool. #FP: the number of false alarms. CVE: a marker that indicates whether each tool successfully
detects vulnerabilities in CVE. 3: a tool successfully pinpoint all vulnerable locations in CVE. 4: a tool detects only a part of
vulnerabilities in CVE, or obscurely reports that an entire function body–including vulnerable locations in CVE–is vulnerable
without pinpointing. 7: a tool totally failed to detect all vulnerabilities in CVE. N/A: all vulnerabilities reported in CVE are
actually safe (#13, #31). If partly incorrect, the CVE bug detection is valid (#20, #32).

No. CVE ID Name LOC #Q V���S���� O����� [43] O����� [9, 34] M������ [7] M����C��� [2]
#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 1 0 3 1 0 4 0 0 7 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 0 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 34 0 3 9 0 7 4 0 4 0 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 0 0 7
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 3 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 10 2 7 11 4 7 2 1 7 0 0 7
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 0 0 7 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 0 0 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 5 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 internal error
#13 2018-13113 ETT 142 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 3 0 0 7 0 0 7
#18 2018-13131 SpadePreSale 312 3 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#19 2018-13132 Spadeico 403 8 6 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 4 0 7 3 0 7 0 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 0 0 7 internal error
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 internal error
#26 2018-13224 VEU 244 16 9 0 3 5 0 3 4 0 7 1 0 7 internal error
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 3 0 7 2 0 7 0 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#30 2018-13325 GROW 176 12 5 0 3 3 0 7 1 0 7 2 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 1 0 7 internal error
#34 2018-13533 ALUXToken 191 23 15 0 3 7 0 3 2 0 3 0 0 7 internal error
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 5 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 9 0 3 0 0 7 0 0 7 1 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 0 0 7
#39 2018-13703 CERB_Coin 262 17 8 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 internal error
#43 2018-13779 YLCToken 180 17 11 0 3 4 0 3 6 0 3 0 0 7 internal error
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 0 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 12 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 0 0 4 0 0 7
#47 2018-14001 SKT 152 19 10 0 3 4 0 3 3 0 4 1 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 0 0 4 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 3 2 0 4 1 0 7 internal error
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 internal error
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 0 0 4 internal error
#52 2018-14006 NGT 249 27 11 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 1 0 7 internal error
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 internal error
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 1 0 3 0 0 7
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 13 0 3 internal error
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 internal error
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 3 0 3 2 0 7 0 0 7

Total
3: 58 3: 42 3: 23 3: 6 3:0

12556 973 496 2 4: 0 234 11 4: 0 164 13 4: 11 51 4 4: 3 0 0 4: 0
7: 0 7: 16 7: 24 7: 49 7: 33
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CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

정확도: 99.5% 
검출률: 100%



TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement
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Table 2: Evaluation of existing tools on CVE reports. LOC: the number of lines for each contract. #Alarm: the number of
total alarms for each tool. #FP: the number of false alarms. CVE: a marker that indicates whether each tool successfully
detects vulnerabilities in CVE. 3: a tool successfully pinpoint all vulnerable locations in CVE. 4: a tool detects only a part of
vulnerabilities in CVE, or obscurely reports that an entire function body–including vulnerable locations in CVE–is vulnerable
without pinpointing. 7: a tool totally failed to detect all vulnerabilities in CVE. N/A: all vulnerabilities reported in CVE are
actually safe (#13, #31). If partly incorrect, the CVE bug detection is valid (#20, #32).

No. CVE ID Name LOC #Q V���S���� O����� [43] O����� [9, 34] M������ [7] M����C��� [2]
#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 1 0 3 1 0 4 0 0 7 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 0 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 34 0 3 9 0 7 4 0 4 0 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 0 0 7
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 3 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 10 2 7 11 4 7 2 1 7 0 0 7
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 0 0 7 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 0 0 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 5 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 internal error
#13 2018-13113 ETT 142 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 3 0 0 7 0 0 7
#18 2018-13131 SpadePreSale 312 3 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#19 2018-13132 Spadeico 403 8 6 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 4 0 7 3 0 7 0 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 0 0 7 internal error
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 internal error
#26 2018-13224 VEU 244 16 9 0 3 5 0 3 4 0 7 1 0 7 internal error
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 3 0 7 2 0 7 0 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#30 2018-13325 GROW 176 12 5 0 3 3 0 7 1 0 7 2 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 1 0 7 internal error
#34 2018-13533 ALUXToken 191 23 15 0 3 7 0 3 2 0 3 0 0 7 internal error
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 5 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 9 0 3 0 0 7 0 0 7 1 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 0 0 7
#39 2018-13703 CERB_Coin 262 17 8 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 internal error
#43 2018-13779 YLCToken 180 17 11 0 3 4 0 3 6 0 3 0 0 7 internal error
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 0 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 12 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 0 0 4 0 0 7
#47 2018-14001 SKT 152 19 10 0 3 4 0 3 3 0 4 1 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 0 0 4 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 3 2 0 4 1 0 7 internal error
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 internal error
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 0 0 4 internal error
#52 2018-14006 NGT 249 27 11 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 1 0 7 internal error
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 internal error
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 1 0 3 0 0 7
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 13 0 3 internal error
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 internal error
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 3 0 3 2 0 7 0 0 7

Total
3: 58 3: 42 3: 23 3: 6 3:0

12556 973 496 2 4: 0 234 11 4: 0 164 13 4: 11 51 4 4: 3 0 0 4: 0
7: 0 7: 16 7: 24 7: 49 7: 33
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Table 2: Evaluation of existing tools on CVE reports. LOC: the number of lines for each contract. #Alarm: the number of
total alarms for each tool. #FP: the number of false alarms. CVE: a marker that indicates whether each tool successfully
detects vulnerabilities in CVE. 3: a tool successfully pinpoint all vulnerable locations in CVE. 4: a tool detects only a part of
vulnerabilities in CVE, or obscurely reports that an entire function body–including vulnerable locations in CVE–is vulnerable
without pinpointing. 7: a tool totally failed to detect all vulnerabilities in CVE. N/A: all vulnerabilities reported in CVE are
actually safe (#13, #31). If partly incorrect, the CVE bug detection is valid (#20, #32).

No. CVE ID Name LOC #Q V���S���� O����� [43] O����� [9, 34] M������ [7] M����C��� [2]
#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 1 0 3 1 0 4 0 0 7 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 0 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 34 0 3 9 0 7 4 0 4 0 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 0 0 7
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 3 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 10 2 7 11 4 7 2 1 7 0 0 7
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 0 0 7 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 0 0 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 5 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 internal error
#13 2018-13113 ETT 142 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 3 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 3 0 0 7 0 0 7
#18 2018-13131 SpadePreSale 312 3 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#19 2018-13132 Spadeico 403 8 6 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 4 0 7 3 0 7 0 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 0 0 7 internal error
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 internal error
#26 2018-13224 VEU 244 16 9 0 3 5 0 3 4 0 7 1 0 7 internal error
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 3 0 7 2 0 7 0 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 0 0 7 0 0 7
#30 2018-13325 GROW 176 12 5 0 3 3 0 7 1 0 7 2 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 3 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 internal error
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 1 0 7 internal error
#34 2018-13533 ALUXToken 191 23 15 0 3 7 0 3 2 0 3 0 0 7 internal error
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 5 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 9 0 3 0 0 7 0 0 7 1 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 0 0 7
#39 2018-13703 CERB_Coin 262 17 8 0 3 5 0 3 2 0 7 0 0 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 internal error
#43 2018-13779 YLCToken 180 17 11 0 3 4 0 3 6 0 3 0 0 7 internal error
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 0 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 12 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 0 0 4 0 0 7
#47 2018-14001 SKT 152 19 10 0 3 4 0 3 3 0 4 1 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 0 0 4 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 3 2 0 4 1 0 7 internal error
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 internal error
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 0 0 4 internal error
#52 2018-14006 NGT 249 27 11 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 1 0 7 internal error
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 internal error
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 1 0 3 0 0 7
#57 2018-14089 Virgo_ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 13 0 3 internal error
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 internal error
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 3 0 3 2 0 7 0 0 7

Total
3: 58 3: 42 3: 23 3: 6 3:0

12556 973 496 2 4: 0 234 11 4: 0 164 13 4: 11 51 4 4: 3 0 0 4: 0
7: 0 7: 16 7: 24 7: 49 7: 33
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TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

TABLE II
EVALUATION OF EXISTING TOOLS ON CVE REPORTS. LOC: LINES OF CODE. #Q: THE TOTAL NUMBER OF QUERIES FOR EACH CONTRACT AFTER

REMOVING UNREACHABLE FUNCTIONS. #ALARM: THE NUMBER OF ENTIRE ALARMS PRODUCED BY EACH TOOL. #FP: THE NUMBER OF FALSE ALARMS.
CVE: A MARKER THAT INDICATES WHETHER EACH TOOL SUCCESSFULLY DETECTS VULNERABILITIES IN CVE. 3: A TOOL SUCCESSFULLY PINPOINTS
ALL VULNERABLE LOCATIONS IN CVE. 4: A TOOL DETECTS ONLY A PART OF VULNERABILITIES IN CVE, OR OBSCURELY REPORTS THAT AN ENTIRE
FUNCTION BODY IS VULNERABLE WITHOUT PINPOINTING SPECIFIC LOCATIONS. 7: A TOOL TOTALLY FAILED TO DETECT VULNERABILITIES IN CVE.

N/A: ALL VULNERABILITIES REPORTED IN CVE ARE ACTUALLY SAFE (#13, #31). FOR PARTLY CORRECT CVE REPORTS (#20, #32), THE
CVE INFORMATION IS VALID W.R.T. THEM.

No. CVE ID Name LOC #Q
VERISMART OSIRIS [7] OYENTE [9], [26] MYTHRIL [8] MANTICORE [10]

#Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE #Alarm #FP CVE

#1 2018-10299 BEC 299 6 2 0 3 0 0 7 1 0 4 2 0 3 0 0 7
#2 2018-10376 SMT 294 22 13 0 3 1 0 3 2 0 7 1 0 7 timeout (> 3 days)
#3 2018-10468 UET 146 27 14 0 3 9 0 7 8 0 3 5 0 3 0 0 7
#4 2018-10706 SCA 404 48 33 0 3 9 0 7 4 0 4 2 0 7 internal error
#5 2018-11239 HXG 102 11 7 0 3 6 0 3 2 0 7 3 0 3 2 0 3
#6 2018-11411 DimonCoin 126 15 7 0 3 5 0 7 5 0 3 5 0 3 3 0 3
#7 2018-11429 ATL 165 9 4 0 3 3 0 3 2 0 4 0 0 7 0 0 7
#8 2018-11446 GRX 434 39 24 2 3 8 2 7 12 4 7 4 2 7 internal error
#9 2018-11561 EETHER 146 10 5 0 3 4 0 3 2 0 4 2 0 3 0 0 7
#10 2018-11687 BTCR 99 20 4 0 3 2 0 3 2 0 4 3 2 7 0 0 7
#11 2018-12070 SEC 269 40 8 0 3 6 0 3 4 0 7 3 1 7 0 0 7
#12 2018-12230 RMC 161 9 5 0 3 3 0 3 5 0 3 0 0 7 0 0 7
#13 2018-13113 ETT 142 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#14 2018-13126 MoxyOnePresale 301 5 3 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#15 2018-13127 DSPX 238 6 4 0 3 3 0 3 3 0 4 1 0 7 0 0 7
#16 2018-13128 ETY 193 10 4 0 3 3 0 3 3 0 4 0 0 7 0 0 7
#17 2018-13129 SPX 276 9 6 0 3 5 0 3 3 0 4 1 0 7 internal error
#18 2018-13131 SpadePreSale 312 4 3 0 3 0 0 7 0 0 7 0 0 7 internal error
#19 2018-13132 SpadeIco 403 9 6 0 3 0 0 7 0 0 7 0 0 7 internal error
#20 2018-13144 PDX 103 5 2 0 3 2 1 3 2 1 3 internal error 0 0 7
#21 2018-13189 UNLB 335 4 3 0 3 2 0 3 3 0 3 1 0 7 0 0 7
#22 2018-13202 MyBO 183 17 11 0 3 5 0 3 3 0 7 1 0 7 internal error
#23 2018-13208 MoneyTree 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#24 2018-13220 MAVCash 171 15 10 0 3 4 0 3 2 0 7 1 0 7 0 0 7
#25 2018-13221 XT 186 15 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#26 2018-13225 MyYLCToken 181 17 11 0 3 5 0 3 6 0 7 0 0 7 0 0 7
#27 2018-13227 MCN 172 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#28 2018-13228 CNX 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#29 2018-13230 DSN 171 17 10 0 3 4 0 3 2 0 7 2 0 7 0 0 7
#30 2018-13325 GROW 176 12 2 0 3 4 2 3 1 1 7 0 0 7 0 0 7
#31 2018-13326 BTX 135 9 2 0 N/A 4 2 N/A 2 2 N/A 0 0 N/A 0 0 N/A
#32 2018-13327 CCLAG 92 5 2 0 3 2 1 3 2 1 3 0 0 7 0 0 7
#33 2018-13493 DaddyToken 344 40 22 0 3 8 0 7 2 0 7 3 0 7 internal error
#34 2018-13533 ALUXToken 191 23 13 0 3 8 0 3 2 0 3 1 0 7 1 0 7
#35 2018-13625 Krown 271 22 9 0 3 1 0 7 3 0 3 0 0 7 internal error
#36 2018-13670 GFCB 103 14 11 0 3 6 1 3 3 1 3 1 0 7 0 0 7
#37 2018-13695 CTest7 301 17 8 0 3 0 0 7 0 0 7 0 0 7 0 0 7
#38 2018-13698 Play2LivePromo 131 8 7 0 3 7 0 3 7 0 3 5 0 7 5 0 7
#39 2018-13703 CERB Coin 262 17 8 0 3 5 0 3 2 0 7 2 1 7 0 0 7
#40 2018-13722 HYIPToken 410 8 3 0 3 2 0 3 2 0 3 0 0 7 internal error
#41 2018-13777 RRToken 166 8 3 0 3 2 0 3 2 0 3 0 0 7 0 0 7
#42 2018-13778 CGCToken 224 13 6 0 3 4 0 3 4 0 3 1 0 7 1 0 7
#43 2018-13779 YLCToken 180 17 11 0 3 5 0 3 6 0 3 0 0 7 0 0 7
#44 2018-13782 ENTR 171 17 10 0 3 4 0 3 2 0 3 2 0 7 0 0 7
#45 2018-13783 JiucaiToken 271 19 11 0 3 6 0 3 4 0 3 0 0 7 internal error
#46 2018-13836 XRC 119 22 7 0 3 5 0 7 3 0 4 3 1 3 timeout (> 3 days)
#47 2018-14001 SKT 152 19 10 0 3 4 0 7 3 0 4 3 0 3 0 0 7
#48 2018-14002 MP3 83 12 4 0 3 2 0 7 2 0 4 2 1 7 timeout (> 3 days)
#49 2018-14003 WMC 200 15 6 0 3 3 0 7 2 0 4 3 0 3 1 0 7
#50 2018-14004 GLB 299 40 8 0 3 5 0 3 1 0 4 0 0 7 0 0 7
#51 2018-14005 Xmc 255 29 11 0 3 8 0 3 1 0 4 3 0 4 0 0 7
#52 2018-14006 NGT 249 27 13 0 3 1 0 7 5 0 4 0 0 7 timeout (> 3 days)
#53 2018-14063 TRCT 178 9 1 0 3 1 0 3 1 0 3 4 2 3 0 0 7
#54 2018-14084 MKCB 273 17 10 0 3 5 0 3 4 0 7 2 0 7 1 0 7
#55 2018-14086 SCO 107 16 14 0 3 7 2 3 5 2 7 0 0 7 0 0 7
#56 2018-14087 EUC 174 15 7 0 3 4 0 7 4 0 7 0 0 7 0 0 7
#57 2018-14089 Virgo ZodiacToken 208 30 20 0 3 12 0 3 5 0 3 14 0 3 0 0 7
#58 2018-14576 SunContract 194 12 4 0 3 1 0 3 0 0 7 0 0 7 0 0 7
#59 2018-17050 AI 141 8 3 0 3 1 0 3 1 0 3 0 0 7 0 0 7
#60 2018-18665 NXX 79 7 5 0 3 4 0 3 4 0 3 0 0 7 0 0 7

Total

3:58 3:41 3:20 3:10 3: 2
12493 976 492 2 4: 0 240 13 4: 0 171 14 4:15 94 10 4: 1 14 0 4: 0

7 : 0 7 :17 7 :23 7 :46 7 :42

False Alarms of Bug-finders: To see why VERIS-
MART achieves higher precision than bug-finders, we inspected
all 37 (=13+14+10) false positives reported by bug-finders.
Bug-finders reported 18 among 37 false positives due to
the lack of inferring transaction invariants, all of which are
avoided by VERISMART. The remaining 19 false positives
were due to imprecise handling of conditional statements. For
example, consider the following code snippet (from #55):

function transfer(address _to, uint _value) {

if (msg.sender.balance < min)

sell((min - msg.sender.balance) / sellPrice);

}

where the safety of min - msg.sender.balance is en-
sured by the preceding guard. Both OSIRIS and OYENTE in-
correctly reported that the subtraction is unsafe and integer
underflow would occur. This might be because OSIRIS and
OYENTE do not keep track of complex path conditions (e.g.,
involving structures in this case) for some engineering issues.
In contrast, VERISMART analyzes every conditional statement

정확도: 99.5% 
검출률: 100%

정확도: < 94.6% 
검출률: < 70.7%
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TABLE IV
EVALUATION ON THE ZEUS DATASET. VERIFIED: A TOOL DETECTS ALL

BUGS WITHOUT FALSE POSITIVES (3: SUCCESS, 7: FAILURE)

No. LOC #Q
VERISMART SMTCHECKER [12] ZEUS [11]

#Alarm #FP Verified #Alarm #FP Verified Verified

#1 42 3 0 0 3 3 3 7 7
#2 78 2 1 0 3 2 1 7 7
#3 75 7 2 0 3 7 5 7 7
#4 70 7 0 0 3 7 7 7 7
#5 103 8 0 0 3 6 6 7 7
#6 141 5 2 0 3 internal error 7
#7 74 6 1 0 3 6 5 7 7
#8 84 6 0 0 3 4 4 7 7
#9 82 6 0 0 3 6 6 7 7
#10 99 2 1 0 3 internal error 7
#11 171 15 9 0 3 internal error 7
#12 139 7 0 0 3 internal error 7
#13 139 7 0 0 3 internal error 7
#14 139 7 0 0 3 internal error 7
#15 139 7 0 0 3 internal error 7
#16 141 16 10 0 3 internal error 7
#17 153 5 0 0 3 internal error 7
#18 139 7 0 0 3 internal error 7
#19 113 4 0 0 3 4 4 7 7
#20 40 3 0 0 3 3 3 7 7
#21 59 3 0 0 3 internal error 7
#22 28 3 1 0 3 1 0 3 7
#23 19 3 0 0 3 3 3 7 7
#24 457 30 13 6 7 internal error 7
#25 17 3 0 0 3 3 3 7 7

Total 2741 172 40 6 3:24 55 50 3: 1 3: 0
7 : 1 7: 12 7:25

Results: Table IV shows the evaluation results on the
ZEUS dataset. For each contract, the table shows the number
of alarms (#Alarm), the number of false positives (#FP)
produced by VERISMART and SMTCHECKER. The column
Verified indicates whether each tool detected all bugs without
false positives (3: success, 7: failure).

The results show that VERISMART successfully addresses
limitations of ZEUS and SMTCHECKER. The 25 contracts
contain 172 arithmetic operations, where VERISMART pointed
out 40 operations as potential bugs. We have manually checked
that 34 out of total alarms are true positives. In benchmark #24,
VERISMART produced 6 false positives due to unsupported
invariants (quantified invariants and compound invariants, Sec-
tion III-C), and imprecise function call analysis. We manually
checked that the remaining 132 (=172-40) queries proven to be
safe by VERISMART are actually true negatives. By contrast,
according to the publicly available data [28], ZEUS produces
at least one false positives for each contract in Table IV
(i.e., � 25 false alarms in total). SMTCHECKER could
only analyze 13 contracts as it raised internal errors for the
other 12 contracts, which is due to its immature support of
Solidity syntax [29]. Among 61 operations from 13 contracts,
SMTCHECKER succeeded to detect all 5 bugs in them thanks
to its exhaustive verification approach. However, it reported
55 alarms in total, of which 50 are false positives. In terms of
efficiency, SMTCHECKER took about 1 second per contract
and VERISMART took about 20 seconds per contract.

Importance of Transaction Invariants: The key enabler
for high precision was the ability of VERISMART to lever-
age transaction invariants. We also ran VERISMART without
inferring transaction invariants (i.e., using true as transaction
invariants); without transaction invariants, VERISMART fails

to verify 17 out of 25 contracts.

C. Case Study: Application to Other Types of Vulnerabilities
VERISMART can be used for analyzing other safety prop-

erties as well. To show this, we applied VERISMART to
finding bugs related to access control, where security-sensitive
variables can be manipulated by anyone for malicious use.
For example, consider the code snippet adapted from the
EtherCartel contract for crypto idle game (CVE 2018-11329):

function DrugDealer() public { ceoAddr = msg.sender; }

function buyDrugs () public payable {

ceoAddr.transfer(msg.value); // send Ether to ceoAddr

drugs[msg.sender] += ...; // buy drugs by paying Ether

}

Observe that the address-typed variable ceoAddr, the benefi-
ciary of Ether, can be taken by anyone who calls the function
DrugDealer. If an attacker becomes the beneficiary by
calling DrugDealer, the attacker might illegally take some
digital assets whenever benign users buy some digital assets
(i.e., drugs) by calling buyDrugs where transfer in it is
a built-in function that sends Ether to ceoAddr. This vulner-
ability was exploited in about 1 hour after deployment [30].

To detect this bug, we used VERISMART as follows. First,
we specified safety properties by automatically generating
the assertion assert(msg.sender==addr) right before
each assignment of the form addr=...;, where addr is a
global address-typed variable which is often security-sensitive
(excluding assignments in constructors, which typically set the
contract owners). Next, we ran VERISMART without any mod-
ification of its verification algorithm. With this simple exten-
sion, VERISMART worked effectively; it not only detected all
known CVE vulnerabilities (2018-10666, 2018-10705, 2018-
11329) but also proved the absence of this bug scenario for
55 contracts out of 60 from Table II. VERISMART could not
prove safety of the remaining 5 contracts due to the imprecise
specification described above.

D. Threats to Validity
We summarize limitations of our evaluation and consequent

threats to validity. Firstly, the benchmark contracts that we
used (60 CVE dataset + 25 ZEUS dataset) might not be repre-
sentative although we made effort to avoid bias in the datasets
(e.g., removal of duplicates). Secondly, the performance of
VERISMART may vary depending on the performance of the
off-the-shelf SMT solver (i.e., Z3) used internally or timeout
options used in the experiments. Thirdly, we did not study
the exploitability of bugs in this paper and did not compare
VERISMART and other tools in this regard. Thus, the results
may be different if those tools are evaluated with exploitability
in mind. Lastly, although we did our best, we realized that
manually classifying static analysis alarms into true or false
positives is extremely challenging and the classification can
be even subjective in a few cases.

VI. RELATED WORK

In this section, we place our work in the literature and clar-
ify our contributions regarding existing works. Section VI-A
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1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.

true

NoOverFlow(�balance ) ^ totalSuppl� = �balance

constructor

transfer, burn

Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.

2

• 트랜잭션 불변 성질 (Transaction invariant) 자동 추론
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totalSupply = Σbalance

1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.

true

NoOverFlow(�balance ) ^ totalSuppl� = �balance

constructor

transfer, burn

Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.

2

• 트랜잭션 불변 성질 (Transaction invariant) 자동 추론
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totalSupply = Σbalance

totalSupply = Σbalance

1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.

true

NoOverFlow(�balance ) ^ totalSuppl� = �balance

constructor

transfer, burn

Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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1 contract Netkoin {
2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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2 mapping (address => uint) public balance;
3 uint public totalSupply;
4
5 constructor (uint initialSupply) {
6 totalSupply = initialSupply;
7 balance[msg.sender] = totalSupply;
8 }
9
10 function transfer (address to , uint value) public

11 returns (bool) {
12 require (balance[msg.sender] >= value);
13 balance[msg.sender] -= value;
14 balance[to] += value;
15 return true;
16 }
17
18 function burn (uint value) public returns (bool) {
19 require (balance[msg.sender] >= value);
20 balance[msg.sender] -= value;
21 totalSupply -= value;
22 return true;
23 }
24 }

Figure 2: Example code adapted from Netkoin contract that
has more than 43,000 transactions. The safety proof of the
queries at line 14 and 21 requires global reasoning, which
can be achieved by V���S���� but cannot be achieved by
existing tools.
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Figure 3: Possible transaction �ows for the contract in Fig-
ure 2. The state (true) that has the outgoing edge constructor
means that nothing is assumed before deploying the con-
tract. The other state represents the transaction invariant.

incur the under�ow in the message sender’s balance (line 12). The
function burn subtracts value tokens from the message sender’s
balance (line 20) if the message sender has enough tokens (line 19),
and updates totalSupply accordingly (line 21).

There are four arithmetic operations in the program (line 13, 14,
20, 21). We �rst remark that all four queries are safe from integer
over/under�ow vulnerabilities. The safety of the the queries at
line 13 and 20 can be checked intra-procedurally without much
di�culty, as ensured by the safety checking statements at line
12 and 19, respectively. In contrast, we need global information to
check the safety at line 14 and 21, where sanity checking statements
do not exist within each function.

Existing Analyzers for Smart Contracts. Unfortunately, all
existing tools that support analyses for numerical properties in
smart contracts cannot prove the safety at line 14 and 21, because

their analyses are imprecise or unsound. For example, a sound
static analyzer Z��� [2] fails, because Z��� only performs intra-
transactional analysis while completely giving up global inter-
transactional reasoning. O����� [? ] and M������, unsound bug
�nders, also inaccurately report that the query at line 21 has the
under�ow vulnerability. As a result, the existing security analyz-
ers often burden developers with error-prone and time-consuming
manual veri�cation process for incorrectly reported alarms.

Global Invariant. V���S���� , however, is able to prove that
the queries at line 14 and 21 are safe (also the queries at line 13 and
20) by automatically inferring global inter-transactional informa-
tion, where we call transaction invariant. A transaction invariant is
a condition that is true (1) after the initial transaction (i.e., a con-
structor invocation for deploying the contract) and (2) before and
after transactions other than the initial transaction (e.g., two public
function invocations: transfer and burn in our example). For the
contract in Figure 2, V���S���� infers the following transaction
invariant, which is also depicted in Figure 3:

NoOverFlow(�balance ) ^ totalSuppl� = �balance .

The predicate NoOverFlow(�balance ) means that over�ows do not
occur in the process of computing �balance . For example, assuming
there only exists three account address x ,�, and z,NoOverFlow(�b)
() b[x]+b[�] � b[x]^b[x]+b[�]+b[z] � b[z]. �balance means
that the sum of all balances, e.g., �b = b[x] + b[�] + b[z].

We can intuitively observe that the transaction invariant above
is indeed an invariant, i.e., satis�es the above conditions (1) and
(2). For the condition (1), we can easily see that the transaction
invariant holds after the constructor invoation, where uninitial-
ized balances are initially 0s. For the condition (2), consider the
function transfer. Suppose the transaction invariant holds be-
fore entering the transfer. Then, the invariant still holds after
exiting the transfer; the sum of the balances remains the same
(i.e., totalSuppl� = �balance still holds) without under�owing
on balance[msg.sender] (i.e.,NoOverFlow(�balance ) still holds).
We can check the burn case similarly.

Proving SafetywithGlobal Invariant. Using the global trans-
action invariant, V���S���� is able to prove the safety of the two
queries. For example, to prove the safety of the query at line 21,
V���S���� deduces that the following condition holds upon enter-
ing the function burn by concretizing the transaction invariant in
the context of burn:

totalSuppl� = balance[ms�.sender ] + R
^ balance[ms�.sender ] + R � balance[ms�.sender ]

whereR is a sum of the all unspeci�ed accounts’ balances other than
thems�.sender ’s balance, and the �rst (resp., second) conjunct corre-
sponds to totalSuppl� = �balance (resp.,NoOverFlow(�balance )).
Then, combining the transaction invariant with the condition at
line 19 (balance[ms�.sender ] � �alue) yields:

totalSuppl� � balance[ms�.sender ] � �alue

which guarantees the safety at line 21. We will provide more formal
descriptions in Section 3, including the safety proof for the query
at line 14.
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1 function transferProxy

2 (address from , address to , uint value , uint fee) public

3 returns (bool) {

4 if (balance[from] < fee + value) revert (); // vulnerable

5
6 if (balance[to] + value < balance[to]

7 || balance[msg.sender] + fee < balance[msg.sender ])

8 revert ();

9
10 balance[to] += value;

11 balance[msg.sender] += fee;

12 balance[from] -= value + fee;

13 return true;

14 }

Figure 1: A simpli�ed vulnerable function from SmartMesh
contract (CVE-2018-10376). Attackers exploited the vulnera-
bility at line 4, where fee+value may over�ow with crafted
input arguments.
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2 OVERVIEW
2.1 Motivating Examples
In this section, we motivate the signi�cance of V���S����’s precise
and sound veri�cation. Example 1 emphasizes the importance of
sound veri�cation in safety-critical smart contracts using a real-
world accident example. Example 2 demonstrates V���S����’s
capability for precise veri�cation, which has not been achieved in
existing smart contract analyzers.

1 contract Netkoin {

2 mapping (address => uint) public balance;

3 uint public totalSupply;

4
5 constructor (uint initialSupply) {

6 totalSupply = initialSupply;

7 balance[msg.sender] = totalSupply;

8 }

9
10 function transfer (address to , uint value) public

11 returns (bool) {

12 require (balance[msg.sender] >= value);

13 require (balance[to] + value > balance[to]);

14 balance[msg.sender] -= value;

15 balance[to] += value;

16 return true;

17 }

18
19 function burn (uint value) public returns (bool) {

20 require (balance[msg.sender] >= value);

21 balance[msg.sender] -= value;

22 totalSupply -= value;

23 return true;

24 }

25 }

Figure 2: Example code adapted from Netkoin contract that
hasmore than 43,000 transactions at the time of the writing.

Example 1 (Necessity for Sound Veri�cation). In Figure 1,
we show the simpli�ed implementation of the transferProxy func-
tion from SmartMesh (SMT) token contract. In April 2018, attackers
created unauthorized tokens worth about 6⇤1042 USD by exploiting
the integer over�ow vulnerability in the function. This vulnerability,
named proxyOver�ow, was reported in CVE-2018-10376.

The function �rst checks whether the sender’s balance is greater
than or equal to fee+value tokens to be sent (line 4), and fur-
ther examines whether recipients’ balances would over�ow when
fee+value is added (line 6–7). After passing these two checks, the
function transfers the tokens to the recipients (line 10–11) and
subtracts the tokens by the amount of the sent tokens (line 12).

The attackers exploited the vulnerability at line 4; the conditional
statement does not check whether fee+value over�ows or not. Let
us investigate one possible attack scenario. 1 Suppose the sender
the recipients initially have no balances, i.e., balance[from] =
balance[to] = balance[msg.sender] = 0. With value = 1 and

1The actual input values that were used in the attack can be found in the link here.

1

assert (totalSupply >= value)

totalSupply = Σbalance      … transaction invariant 
≥ balance[msg.sender]     … def. of Σbalance 
≥ value                           … assumption (require)

• 트랜잭션의 불변 성질을 이용한 안전성 증명
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4 if (balance[from] < fee + value) revert (); // vulnerable
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6 if (balance[to] + value < balance[to]

7 || balance[msg.sender] + fee < balance[msg.sender ])

8 revert ();

9
10 balance[to] += value;

11 balance[msg.sender] += fee;
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13 return true;

14 }

Figure 1: A simpli�ed vulnerable function from SmartMesh
contract (CVE-2018-10376). Attackers exploited the vulnera-
bility at line 4, where fee+value may over�ow with crafted
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23 return true;
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Figure 2: Example code adapted from Netkoin contract that
hasmore than 43,000 transactions at the time of the writing.

Example 1 (Necessity for Sound Veri�cation). In Figure 1,
we show the simpli�ed implementation of the transferProxy func-
tion from SmartMesh (SMT) token contract. In April 2018, attackers
created unauthorized tokens worth about 6⇤1042 USD by exploiting
the integer over�ow vulnerability in the function. This vulnerability,
named proxyOver�ow, was reported in CVE-2018-10376.

The function �rst checks whether the sender’s balance is greater
than or equal to fee+value tokens to be sent (line 4), and fur-
ther examines whether recipients’ balances would over�ow when
fee+value is added (line 6–7). After passing these two checks, the
function transfers the tokens to the recipients (line 10–11) and
subtracts the tokens by the amount of the sent tokens (line 12).

The attackers exploited the vulnerability at line 4; the conditional
statement does not check whether fee+value over�ows or not. Let
us investigate one possible attack scenario. 1 Suppose the sender
the recipients initially have no balances, i.e., balance[from] =
balance[to] = balance[msg.sender] = 0. With value = 1 and

1The actual input values that were used in the attack can be found in the link here.

1

assert (totalSupply >= value)

totalSupply = Σbalance      … transaction invariant 
≥ balance[msg.sender]     … def. of Σbalance 
≥ value                           … assumption (require)
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• Invariant Generator: 트랜잭션 불변 성질을 추론 시도

• Validator: 추론된 불변 성질을 이용하여 안전성 검증 시도

Generator

unproven queries

candidate invariants

Solidity 
Program

Verification 
Result
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Figure 5: Algorithm overview.

Algorithm 1 Our Search-based Veri�cation
Input: A smart contract c to verify
Output: Veri�cation success or potential safety violations
1: W  {(true, �l .true)}
2: repeat
3: Choose a candidate invariant (� , µ ) fromW
4: W  W \ {(� , µ )}
5: U  V��������(c,� , µ )
6: if U = ; then veri�cation succeeds
7: else
8: W  W [ G��������(U ,� , µ )
9: untilW = ; or timeout
10: return potential safety violations

and the output is a veri�cation result that indicates whether each
query (i.e., assertion) in the program is proven safe or not. The
algorithm consists of two components, a validator and a generator,
where the validator has a solver as a subcomponent.

The algorithm aims to �nd contract-speci�c invariants that are
inductive and strong enough to prove all provable queries in the
given contract. The role of the generator is to produce candidate
invariants that help the validator to prove as many queries as pos-
sible. Given a candidate invariant, the validator checks whether
the invariant is useful for proving the queries. If it fails to prove
the queries, it provides the set of unproven queries as feedback
to the generator. The generator uses this feedback to re�ne the
current invariant and generate new ones. This way, the validator
and generator form an iterative loop that continuously re�nes the
analysis results until the program is proven to be safe or the given
time budget is exhausted. Upon termination, all unproven queries
are reported to users as potential safety violations.

Algorithm 1 shows our search-based veri�cation algorithm. It
uses a workset (W ) to maintain candidate invariants, which initially
contains the trivial invariant (true, �l .true) (line 1): the transaction
invariant � is true and the loop invariant mapping µ maps every
label (l ) to true. The repeat-until loop at lines 2–9 correspond to the
feedback loop in Figure 5. At lines 3 and 4, the algorithm chooses
and removes a candidate invariant (� , µ ) from the workset. We
choose a candidate invariant that is smallest in size. At line 5, we
run the validator to check whether the current invariant is inductive
and strong enough to prove queries, which returns the set U of
unproven queries. IfU is empty (line 6), the algorithm terminates
and the contract is completely proven to be safe. Otherwise (line 8),
we generate a new set of candidate invariants and add them to the

worklist. The algorithm iterates until it times out or the worklist
becomes empty. We assume that the algorithm implicitly maintains
previously generated invariants to avoid redundant trials.

Nowwe describe themain components, i.e., validator (Section 3.2),
generator (Section 3.3), and solver (Section 3.4), of the algorithm.

3.2 Validator
The goal of the validator is to check whether the current candidate
invariant (� , µ ) is inductive and strong enough to prove the safety
of the queries. The input to the validator is an annotated program
(c,� , µ ), i.e., the smart contract c annotated with transaction (� )
and loop (µ) invariants. The validator proceeds in three steps.

Basic PathConstruction. Given an annotated program (c,� , µ ),
we �rst break down the program into a �nite set of basic paths. A
basic path is a sequence of atomic statements that begins at the
entry of a function or a loop, and ends at the exit of a function or
the entry of a loop, without passing through other loop entries. We
represent a basic path p by the �ve components:

((l1,�1),a1; . . . ;an , (l2,�2)) (2)

where l1 is the label of the starting point of the path, �1 2 FOL is
the invariant annotated at l1, a1, . . . ,an are atomic statements, l2 is
the label of the end point of the path, and �2 2 FOL is the invariant
annotated at l2. The basic path satis�es the following properties:

(1) If l1 is the entry of a function, �1 = � . An exception is:
�1 = true if l1 is the entry of the constructor.

(2) If l2 is the exit of a function, including constructor, �2 = � .
(3) Otherwise, i.e., when l1 and l2 are labels of loops,�1 = µ (l1)

and �2 = µ (l2).

We can convert (c,� , µ ) to a set of basic paths that satisfy the three
properties by traversing the control �ows of c .

Example 3.2. Consider the contract in Figure 4 annotated with
the transaction invariant � = n  100. We do not consider loop
invariants as the contract does not have any loops. The annotated
program is converted into the three basic paths:

p1 : ((entry0, true),n := 1, (exit0,n  100))
p2 : ((entryf ,n  100),a1, (exitf ,n  100))
p3 : ((entryf ,n  100),a2, (exitf ,n  100))

wherea1 = assert (n+1 � n);n := n+1; assume(n � 100);n := 1 and
a2 = assert (n + 1 � n);n := n + 1; assume(n < 100). p1 represents
the basic path of the constructor (whose entry and exit labels are
entry0 and exit0, respectively). p2 and p3 represent the basic paths
of the function f that follow the true and false branches of the
conditional statement at line 7, respectively. Note that conditional
statements and loops do not appear as they are broken into basic
paths with original conditions given as assume statements.

Generation of Veri�cation Conditions. Let P be the set of
basic paths constructed from the annotated program. We next gen-
erate veri�cation conditions (VCs) for each of basic paths.

To derive the VCs, we should be able to express e�ects of program
statements in FOL. To do so, we de�ne a strongest postcondition
predicate transformer sp : stmt ! FOL ⇥ FOL ! FOL ⇥ FOL,
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Figure 1: Overview of SMARTEST

symbolic execution over the sequences to decide whether
they are vulnerable or not. A main technical challenge that
arises in this method is that the number of transaction se-
quences to be examined grows exponentially as the size of the
sequences increases. Our key idea to address this challenge is
to guide the symbolic execution procedure with statistical lan-
guage models, and therefore prioritize transaction sequences
that are likely to reveal vulnerabilities. Given a set of train-
ing transaction sequences that are automatically obtained by
running unguided symbolic execution on existing vulnera-
ble contracts, our technique automatically learns a probability
distribution over vulnerable transaction sequences. Then, sym-
bolic execution guided by the learned model can effectively
find vulnerable transaction sequences for new, unseen smart
contracts. Figure 1 depicts our approach.

Experimental results show that our language model-guided
symbolic execution is highly effective at hunting vulnerable
transaction sequences. We implemented SMARTEST for So-
lidity [5], the most widely used programming language for
Ethereum smart contracts, and evaluated it on two datasets
with different types of known vulnerabilities. The first dataset
includes 443 smart contracts with CVE-reported arithmetic
vulnerabilities (e.g., integer overflow). The second dataset con-
sists of 104 contracts with access control-related vulnerabili-
ties, namely Ether-leaking and suicidal contracts [31]. On the
CVE dataset, we compared SMARTEST with MYTHRIL [3]
and MANTICORE [30], two well-known symbolic execution
tools developed by blockchain security firms. The results
show that SMARTEST generates 90.2% of known vulner-
abilities out of sampled contracts, whereas MYTHRIL and
MANTICORE found 37.7% and 0%, respectively. On the
second dataset with suicidal and leaking contracts, we com-
pared SMARTEST with four symbolic executors and one
fuzzer: MAIAN [31], TEETHER [25], MYTHRIL, MANTI-
CORE, and ILF [19]. The results show that SMARTEST effec-
tively finds more vulnerabilities than these tools. Moreover,
SMARTEST found a number of critical zero-day vulnerabili-
ties from smart contracts in the wild.

1 contract SocialChain {

2 uint totalSupply;

3 mapping(address=>uint) balance;

4 mapping(address=>mapping(address=>uint)) allowance;

5
6 constructor (uint initialSupply) {

7 totalSupply = initialSupply;

8 balance[msg.sender] = initialSupply;

9 }

10
11 function transfer (address to, uint value)

12 public returns(bool) {

13 require (balance[msg.sender] >= value);

14 balance[msg.sender] -= value;

15 balance[to] += value;

16 return true;
17 }

18
19 function approve (address spender , uint value)

20 public returns(bool) {

21 allowance[msg.sender][spender] = value;

22 return true;
23 }

24
25 function transferFrom (address from , address to,

26 uint value) public returns (bool) {

27 require (balance[from] >= value);

28 require (balance[to] + value > balance[to]);

29 require (allowance[from][msg.sender] >= value);

30 balance[from] -= value;

31 balance[to] += value;

32 allowance[from][msg.sender] += value; // bug

33 return true;
34 }

35 }

Figure 2: A vulnerable contract (simplified for readability).

Contributions. We summarize our contributions below.

• We present a new technique for effectively finding vul-
nerable transaction sequences in smart contracts. To our
knowledge, our work is the first to use language models
to steer symbolic execution towards likely paths.

• We extensively evaluate our technique in comparison
with five recently-developed tools [3, 19, 25, 30, 31].

• We make our tool, SMARTEST, and benchmarks publicly
available. All experimental results are reproducible.

2 Motivating Examples

In this section, we illustrate SMARTEST with examples.

Example 1. Figure 2 shows a token contract, called SCA1.
It has three global variables: totalSupply, balance, and
allowance. totalSupply stores the total amount of issued
tokens. balance is a mapping from account addresses to
token balances. allowance is a two-dimensional mapping,
which maps approved agents’ addresses to token amounts that
are allowed to use on behalf of original token holders. For
example, allowance[A][B] indicates the amount of tokens
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Figure 2: A vulnerable contract (simplified for readability).

Contributions. We summarize our contributions below.

• We present a new technique for effectively finding vul-
nerable transaction sequences in smart contracts. To our
knowledge, our work is the first to use language models
to steer symbolic execution towards likely paths.

• We extensively evaluate our technique in comparison
with five recently-developed tools [3, 19, 25, 30, 31].

• We make our tool, SMARTEST, and benchmarks publicly
available. All experimental results are reproducible.

2 Motivating Examples

In this section, we illustrate SMARTEST with examples.

Example 1. Figure 2 shows a token contract, called SCA1.
It has three global variables: totalSupply, balance, and
allowance. totalSupply stores the total amount of issued
tokens. balance is a mapping from account addresses to
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symbolic execution over the sequences to decide whether
they are vulnerable or not. A main technical challenge that
arises in this method is that the number of transaction se-
quences to be examined grows exponentially as the size of the
sequences increases. Our key idea to address this challenge is
to guide the symbolic execution procedure with statistical lan-
guage models, and therefore prioritize transaction sequences
that are likely to reveal vulnerabilities. Given a set of train-
ing transaction sequences that are automatically obtained by
running unguided symbolic execution on existing vulnera-
ble contracts, our technique automatically learns a probability
distribution over vulnerable transaction sequences. Then, sym-
bolic execution guided by the learned model can effectively
find vulnerable transaction sequences for new, unseen smart
contracts. Figure 1 depicts our approach.

Experimental results show that our language model-guided
symbolic execution is highly effective at hunting vulnerable
transaction sequences. We implemented SMARTEST for So-
lidity [5], the most widely used programming language for
Ethereum smart contracts, and evaluated it on two datasets
with different types of known vulnerabilities. The first dataset
includes 443 smart contracts with CVE-reported arithmetic
vulnerabilities (e.g., integer overflow). The second dataset con-
sists of 104 contracts with access control-related vulnerabili-
ties, namely Ether-leaking and suicidal contracts [31]. On the
CVE dataset, we compared SMARTEST with MYTHRIL [3]
and MANTICORE [30], two well-known symbolic execution
tools developed by blockchain security firms. The results
show that SMARTEST generates 90.2% of known vulner-
abilities out of sampled contracts, whereas MYTHRIL and
MANTICORE found 37.7% and 0%, respectively. On the
second dataset with suicidal and leaking contracts, we com-
pared SMARTEST with four symbolic executors and one
fuzzer: MAIAN [31], TEETHER [25], MYTHRIL, MANTI-
CORE, and ILF [19]. The results show that SMARTEST effec-
tively finds more vulnerabilities than these tools. Moreover,
SMARTEST found a number of critical zero-day vulnerabili-
ties from smart contracts in the wild.

1 contract SocialChain {

2 uint totalSupply;

3 mapping(address=>uint) balance;

4 mapping(address=>mapping(address=>uint)) allowance;

5
6 constructor (uint initialSupply) {

7 totalSupply = initialSupply;

8 balance[msg.sender] = initialSupply;

9 }

10
11 function transfer (address to, uint value)

12 public returns(bool) {

13 require (balance[msg.sender] >= value);

14 balance[msg.sender] -= value;

15 balance[to] += value;

16 return true;
17 }

18
19 function approve (address spender , uint value)

20 public returns(bool) {

21 allowance[msg.sender][spender] = value;

22 return true;
23 }

24
25 function transferFrom (address from , address to,

26 uint value) public returns (bool) {

27 require (balance[from] >= value);

28 require (balance[to] + value > balance[to]);

29 require (allowance[from][msg.sender] >= value);

30 balance[from] -= value;

31 balance[to] += value;

32 allowance[from][msg.sender] += value; // bug

33 return true;
34 }

35 }

Figure 2: A vulnerable contract (simplified for readability).

Contributions. We summarize our contributions below.

• We present a new technique for effectively finding vul-
nerable transaction sequences in smart contracts. To our
knowledge, our work is the first to use language models
to steer symbolic execution towards likely paths.

• We extensively evaluate our technique in comparison
with five recently-developed tools [3, 19, 25, 30, 31].

• We make our tool, SMARTEST, and benchmarks publicly
available. All experimental results are reproducible.

2 Motivating Examples

In this section, we illustrate SMARTEST with examples.

Example 1. Figure 2 shows a token contract, called SCA1.
It has three global variables: totalSupply, balance, and
allowance. totalSupply stores the total amount of issued
tokens. balance is a mapping from account addresses to
token balances. allowance is a two-dimensional mapping,
which maps approved agents’ addresses to token amounts that
are allowed to use on behalf of original token holders. For
example, allowance[A][B] indicates the amount of tokens

1 0xb75a5e36cc668bc8fe468e8f272cd4a0fd0fd773

2

SmartFix: 오류 자동 수정기

27

constructor(0x8800…00)

approve(B, 0x8100..00)

transferFrom(A,C,0x7f00..00)

with msg.sender = A

with msg.sender = A

with msg.sender = B

오류 시나리오

safe

safe

unsafe (may overflow)



Figure 1: Overview of SMARTEST

symbolic execution over the sequences to decide whether
they are vulnerable or not. A main technical challenge that
arises in this method is that the number of transaction se-
quences to be examined grows exponentially as the size of the
sequences increases. Our key idea to address this challenge is
to guide the symbolic execution procedure with statistical lan-
guage models, and therefore prioritize transaction sequences
that are likely to reveal vulnerabilities. Given a set of train-
ing transaction sequences that are automatically obtained by
running unguided symbolic execution on existing vulnera-
ble contracts, our technique automatically learns a probability
distribution over vulnerable transaction sequences. Then, sym-
bolic execution guided by the learned model can effectively
find vulnerable transaction sequences for new, unseen smart
contracts. Figure 1 depicts our approach.

Experimental results show that our language model-guided
symbolic execution is highly effective at hunting vulnerable
transaction sequences. We implemented SMARTEST for So-
lidity [5], the most widely used programming language for
Ethereum smart contracts, and evaluated it on two datasets
with different types of known vulnerabilities. The first dataset
includes 443 smart contracts with CVE-reported arithmetic
vulnerabilities (e.g., integer overflow). The second dataset con-
sists of 104 contracts with access control-related vulnerabili-
ties, namely Ether-leaking and suicidal contracts [31]. On the
CVE dataset, we compared SMARTEST with MYTHRIL [3]
and MANTICORE [30], two well-known symbolic execution
tools developed by blockchain security firms. The results
show that SMARTEST generates 90.2% of known vulner-
abilities out of sampled contracts, whereas MYTHRIL and
MANTICORE found 37.7% and 0%, respectively. On the
second dataset with suicidal and leaking contracts, we com-
pared SMARTEST with four symbolic executors and one
fuzzer: MAIAN [31], TEETHER [25], MYTHRIL, MANTI-
CORE, and ILF [19]. The results show that SMARTEST effec-
tively finds more vulnerabilities than these tools. Moreover,
SMARTEST found a number of critical zero-day vulnerabili-
ties from smart contracts in the wild.

1 contract SocialChain {

2 uint totalSupply;

3 mapping(address=>uint) balance;

4 mapping(address=>mapping(address=>uint)) allowance;

5
6 constructor (uint initialSupply) {

7 totalSupply = initialSupply;

8 balance[msg.sender] = initialSupply;

9 }

10
11 function transfer (address to, uint value)

12 public returns(bool) {

13 require (balance[msg.sender] >= value);

14 balance[msg.sender] -= value;

15 balance[to] += value;

16 return true;
17 }

18
19 function approve (address spender , uint value)

20 public returns(bool) {

21 allowance[msg.sender][spender] = value;

22 return true;
23 }

24
25 function transferFrom (address from , address to,

26 uint value) public returns (bool) {

27 require (balance[from] >= value);

28 require (balance[to] + value > balance[to]);

29 require (allowance[from][msg.sender] >= value);

30 balance[from] -= value;

31 balance[to] += value;

32 allowance[from][msg.sender] += value; // bug

33 return true;
34 }

35 }

Figure 2: A vulnerable contract (simplified for readability).

Contributions. We summarize our contributions below.

• We present a new technique for effectively finding vul-
nerable transaction sequences in smart contracts. To our
knowledge, our work is the first to use language models
to steer symbolic execution towards likely paths.

• We extensively evaluate our technique in comparison
with five recently-developed tools [3, 19, 25, 30, 31].

• We make our tool, SMARTEST, and benchmarks publicly
available. All experimental results are reproducible.

2 Motivating Examples

In this section, we illustrate SMARTEST with examples.

Example 1. Figure 2 shows a token contract, called SCA1.
It has three global variables: totalSupply, balance, and
allowance. totalSupply stores the total amount of issued
tokens. balance is a mapping from account addresses to
token balances. allowance is a two-dimensional mapping,
which maps approved agents’ addresses to token amounts that
are allowed to use on behalf of original token holders. For
example, allowance[A][B] indicates the amount of tokens

1 0xb75a5e36cc668bc8fe468e8f272cd4a0fd0fd773

2

SmartFix: 오류 자동 수정기

27
패치+= should be -=

constructor(0x8800…00)

approve(B, 0x8100..00)

transferFrom(A,C,0x7f00..00)

with msg.sender = A

with msg.sender = A

with msg.sender = B

오류 시나리오

safe

safe

unsafe (may overflow)



1   function transferFrom (address from, address to, uint value) returns (bool success) {

2     if (value == 0) return false;

3     uint fromBalance = balance[from];

4     uint allowance = allowed[from][msg.sender];

5  

6     bool sufficientFunds = fromBalance <= value;
7     bool sufficientAllowance = allowance <= value;
8     bool overflowed = balance[to] + value > balance[to];
9

10     if(sufficientFunds && sufficientAllowance && !overflowed) {

11      balance[to] += value;               // overflow
12      balance[from] -= value;             // underflow

13      allowed[from][msg.sender] -= value; // underflow

14      return true;

15    }

16    else {return false;} 

17  }

CVE-2018-11411

SmartFix 목표: 취약점을 자동으로 안전하게 수정

SmartFix
  Line 6 : Replace <= by >=

  Line 7 : Replace <= by >=

  Line 8 : Replace > by < 
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29

1   function transferFrom (address from, address to, uint value) returns (bool success) {

2     if (value == 0) return false;

3     uint fromBalance = balance[from];

4     uint allowance = allowed[from][msg.sender];

5  

6     bool sufficientFunds = fromBalance <= value;        
7     bool sufficientAllowance = allowance <= value; 
8     bool overflowed = safeAdd(balance[to],value) > balance[to];
9

10     if(sufficientFunds && sufficientAllowance && !overflowed) {

12      balance[to] = safeAdd(balance[to],value);

11      balance[from] = safeSub(balance[from],value);
13      allowed[from][msg.sender] = safeSub(allowed[from][msg.sender],value);
14      return true;

15    }

16    else {return false;} 

17  }

sGuard [IEEE S&P ’21], SmartShield, Elysium:  

Runtime check 삽입에만 의존
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• (패치 후보 나열; 패치 후보 검증)*
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Contract
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• (패치 후보 나열; 패치 후보 검증)* 온/오프라인 학습을 
통해 가속
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Bug Type #Bug
SmartFix sGuard [IEEE S&P 

’21]

Succ. Rate Accuracy Succ. Rate Accuracy

IO 229 93.9% 98.6% 60.8% 100%

RE 52 90.2% 100.0% 87.9% 87.9%

TX 12 100.0% 100.0% 100.0% 100.0%

EL 138 57.8% 94.0% n/a n/a

SU 53 70.6% 90.0% n/a n/a

IO+RE+TX 293 93.5% 98.9% 65.5% 97.1%



마무리
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감사합니다!

• 스마트 컨트랙트는 배포 전 안전성 검증이 필수


• 목표: 안전한 스마트 컨트랙트 개발을 돕기 위한 검증, 테스팅, 수정 기술 

- VeriSmart: 스마트 컨트랙트 검증기


- SmarTest: 스마트 컨트랙트 테스팅 도구


- SmartFix: 스마트 컨트랙트 수정 도구

   소스코드: https://github.com/kupl/VeriSmart-public

   벤치마크: https://github.com/kupl/VeriSmart-benchmarks

https://github.com/kupl/VeriSmart-public
https://github.com/kupl/VeriSmart-benchmarks

